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RISK MANAGEMENT AND AUDIT
COMMITTEE
NOTICE OF MEETING
TUESDAY, 23 FEBRUARY 2021
The Risk Management and Audit Committee Meeting of the City
of Palmerston will be held in the Council Chambers, Civic Plaza, 1
Chung Wah Terrace, Palmerston commencing at 5.00pm.

LUCCIO CERCARELLI
CHIEF EXECUTIVE OFFICER
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OPENING OF MEETING
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3.1
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3.3
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DECLARATION OF INTEREST
4.1
4.2

5

Apologies
Leave of Absence Previously Granted
Leave of Absence Request

Committee Members
Staff

CONFIRMATION OF MINUTES
5.1

Confirmation of Minutes
THAT the Minutes of the Risk Management and Audit Committee meeting held on
Tuesday, 27 October 2020 pages 146 to 153, be confirmed.

5.2
6

CONFIDENTIAL ITEMS
6.1
6.2
6.3

7

Business Arising from Previous Minutes

Moving Confidential Items into Open
Moving Open Items into Confidential
Confidential Items

WORK PLAN
7.1

Action Report – February 2021

8

FINANCIAL REPORTING

9

INTERNAL CONTROLS AND RISK MANAGEMENT

9.1
9.2
9.3
9.4

Update on Human Resources Policies Review
Policy Revision Report – February 2021
Update Report on the Information Technology Policies and Disaster Recovery Plan
Asset Management Plan Update

10

WHISTLE BLOWING

11

INTERNAL AUDIT

11.1 Post Covid-19 Process Review Internal Audit Report
12

EXTERNAL AUDIT
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13

INFORMATION AND CORRESPONDENCE

14

OTHER BUSINESS

15

NEXT MEETING
THAT the next Risk Management and Audit Committee meeting be held on Tuesday, 25 May 2021
at 5.00pm in the Council Chambers, Civic Plaza, 1 Chung Wah Terrace, Palmerston.

16

CLOSURE OF MEETING TO PUBLIC
THAT pursuant to Section 65(2) of the Local Government Act and Regulation 8 of the Local
Government (Administration) Regulations, the meeting be closed to the public to consider the
Confidential item of the Agenda.
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RISK MANAGEMENT AND AUDIT
COMMITTEE REPORT
A Place for People

AGENDA ITEM:

7.1

REPORT TITLE:

Action Report

REPORT NUMBER:

9RMA/037

MEETING DATE:

23 February 2021

AUTHOR:

Executive Support Officer, Ashlee Gaddes

APPROVER:

Chief Executive Officer, Luccio Cercarelli

COMMUNITY PLAN
Governance: Council is trusted by the community and invests in things that the public value.
PURPOSE
This report seeks to inform the Risk Management and Audit Committee (Committee) on the progress of
outstanding actions on the register.
KEY MESSAGES
•

Information regarding progress on three action items are provided in this agenda.

RECOMMENDATION
THAT the Risk Management and Audit Committee recommend to the Council:
THAT Report Number 9RMA/035 entitled Action Report be received and noted.
BACKGROUND
At the Risk Management and Audit Committee Meeting of 28 July 2020 the Committee resolved:
Action Report
THAT the Risk Management & Audit Committee recommend to the Council:
1.
2.
3.

THAT Report entitled Action Report – 28 July 2020 be received and noted.
THAT the complaints handling policies and procedures identified as part of the Strategic Risk
Register update be presented to the Risk Management and Audit Committee in October 2020.
THAT the Risk Management and Audit Committee approves the removal of item RMA/0106 from
the Action Plan – Outstanding Items as it is considered complete.
CARRIED RMA9/0075 - 28/07/2020

DISCUSSION
The table below contains the actions the Risk Management and Audit Committee has requested Council
staff address or provide further information on.

REPORT NUMBER: 9RMA/035
SUBJECT: Action Report
REPORT PAGE NUMBER 1
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A Place for People
Committee
Decision No.
RMA/0130

Date

Decision

Status

Comment

08/02/2018

Council reviews and
executive management
endorse the IT policies.

Underway

RMA/0131

08/02/2018

That Council design and
implement an IT disaster
recovery plan

Underway

RMA9/0046

22/10/2019

THAT complaints handling
policies and procedures be
identified as part of the
Strategic Risk Register
update to be presented at
the 25 February 2020
meeting.

Underway

RMA9/0061

25/02/2020

THAT Mobile Device
Management Software
Platform Implementation
be added to the Risk
Management and Audit
Outstanding Action Items
register with a completion
date of 31 December
2020.

Underway

An update on the
progress of this action is
included in Report
entitled Information
Technology Policies and
Disaster Recovery Plan.
An update on the
progress of this action is
included in Report
entitled Information
Technology Policies and
Disaster Recovery Plan.
The complaints handling
policies and procedures
were added as part of
the Strategic Risk
Register (Risk Context
#1 Be trusted as a
Council). This activity to
commence along with
the Customer service
charter which is
currently under
development.
An update on the
progress of this action is
included in Report
entitled Information
Technology Policies and
Disaster Recovery Plan.

RMA9/0101

27/10/2020

THAT the Risk
Management and Audit
Committee be provided
with an update including
milestone dates at the
February 2021 meeting.

Underway

Milestones and expected
dates of completion
were added in the
Control Improvement
Plan

CONSULTATION PROCESS
The following City of Palmerston staff were consulted in preparing this report:
• Governance Lead
• Manager Information Technology
POLICY IMPLICATIONS
There are no policy implications for this report.
BUDGET AND RESOURCE IMPLICATIONS
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A Place for People
There are no budget or resource implications relating to this report.
RISK, LEGAL AND LEGISLATIVE IMPLICATIONS
There is no risk, legal and legislative implications relating to this report.
ENVIRONMENT SUSTAINABILITY IMPLICATIONS
There are no environment sustainability implications for this report.
COUNCIL OFFICER CONFLICT OF INTEREST DECLARATION
We the author and approving officer declare that we do not have a conflict of interest in relation to this
matter.
ATTACHMENTS
There are no attachments to this report.
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AGENDA ITEM:

9.1

REPORT TITLE:

Update on Human Resource Policies Review

REPORT NUMBER:

RMA/038

MEETING DATE:

23 February 2021

AUTHOR:

Director Organisational Services, Silke Maynard

APPROVER:

Chief Executive Officer, Luccio Cercarelli

COMMUNITY PLAN
Governance: Council is trusted by the community and invests in things that the public value.

PURPOSE
This report informs the Risk Management and Audit Committee of progress on the Human Resources
Administrative Policies review included as Control Improvement in the City of Palmerston Control
Improvement Plan.
KEY MESSAGES
•
•
•
•

The Risk Management and Audit Committee reviewed the Strategic Risk Register at the meeting held
in August 2020.
The Strategic Risk register report includes the review of HR policies as a Control Improvement.
The Committee adopted the Control Improvement Plan and asked for updates on the progress against
the outstanding items register.
The review of policies is progressing with some finalised and others in draft stages, undergoing
consultation.

RECOMMENDATION
THAT Report Number RMA/038 entitled Update on Human Resources Policies Review be received and
noted.
BACKGROUND
During 2020, staff identified a number of Human Resources Policies (Policies) that were outdated and not
currently aligning with City of Palmerston's Community Plan. In June 2020 Council staff commenced a
review on all Policies to ensure alignment with City of Palmerston's Community Plan, Council’s new
Enterprise Agreement and continued alignment with the current Fair Work Act.
These reviews require significant internal consultation, as the policies have a direct impact on all staff
within the organisation.
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DISCUSSION
Council currently has a total of 34 Policies in place which are due for review prior to June 2021, in line
with the Policy Revision Schedule developed by Governance in November 2020. During the review of
these policies, staff identified a number of policies that can be rescinded, and further policies that could
be merged into overarching policies. It was also identified that new policies are required for training and
development, benefits and grievances to align with the incoming Local Government Act. These new policies
are currently under development and are scheduled to be completed by June 2021.
As of February 2021, four policies have been reviewed and completed. These being Higher Duties,
Recruitment Policy, Relocation Assistance Policy, and Code of Conduct. Council’s reviewed Code of
Conduct has been published on City of Palmerston's website, and can be found here. On completion of
the reviewed Code of Conduct, Council provided group training sessions for all staff in September and
October 2020 with further refresher sessions to be conducted throughout 2021. This training was
provided to ensure all staff are aware and understand the new Code of Conduct and the responsibilities
of each employee.
Focus has been given to not only drafting appropriate policies and procedures but ensuring that these are
introduced through specific training and implemented to improve the culture of the organisation aligning
to the objectives in the Community Plan.
The completion of the review is schedule for June 2021, in preparation of the internal audit in August
2021.
CONSULTATION PROCESS
In preparing this report, the following staff were consulted:
• People and Customer Manager
POLICY IMPLICATIONS
Council staff are currently reviewing and updating HR policies as presented above, with the review of all
policies scheduled to be completed by June 2021.
On completion of the review, the updated policies will be presented to Council for endorsement.
BUDGET AND RESOURCE IMPLICATIONS
The review of HR policies and relevant training are completed within existing budget.
RISK, LEGAL AND LEGISLATIVE IMPLICATIONS
This report addresses the following City of Palmerston Strategic Risk:
2.
3.

Is not sustainable into the long term
Context: Optimising the financial, social and environmental sustainability of the Council.
Fails to attract, value, retain and develop the right people with the desired culture
Context: Right people at right time and place with right skills, operating consistently in
accordance with the desired culture of Collaboration, Accountability, Respect and Valued.
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4.

6.

Fails to effectively design and implement contemporary governance practices
Context: Strong foundations to hold the Council and Administration to account with clear and
transparent performance reporting.
Fails to create and deliver the strategic vision for the City
Context: Ensuring a vision is enduring and clear to all relevant stakeholders, guiding future
decision making, delivered effectively and efficiently, and that progress is measurable and
celebrated.

Council is managing the risk of outdated HR policies through close support of the People and Customer
Team ensuring appropriate HR and WHS procedures are followed.
ENVIRONMENT SUSTAINABILITY IMPLICATIONS
There are no environment sustainability implications for this report.
COUNCIL OFFICER CONFLICT OF INTEREST DECLARATION
We the author and approving officer declare that we do not have a conflict of interest in relation to this
matter.
ATTACHMENTS
Nil
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9.2

REPORT TITLE:

Policy Revision Report – February 2021

REPORT NUMBER:

RMA/039

MEETING DATE:

23 February 2021

AUTHOR:

Governance and Strategy Manager, Manu Pillai

APPROVER:

Chief Executive Officer, Luccio Cercarelli

COMMUNITY PLAN
Governance: Council is trusted by the community and invests in things that the public value.
PURPOSE
This report informs Risk Management and Audit Committee (RMAC) about the progress of revising
outstanding Council policies in compliance with the Local Government Act 2019.
KEY ISSUES
• A policy revision schedule is presented to the RMAC which captures dates for revising the
outstanding policies and their status.
• All remaining Council policies are scheduled to be revised and adopted prior to the commencement
of the new Act in July 2021.
• In preparation for the Local Government Act 2019 the Department of the Chief Minister and Cabinet
are drafting sample policies to assist councils in the transition of the legislation changeover.
• Staff have been working with the Department in the development of these sample documents and
required changes have been incorporated into Council’s Policy Review framework.
• Policies are being reviewed by priority and presented to Council for consideration and adoption.
RECOMMENDATION
THAT the Risk Management and Audit Committee recommend to the Council:
THAT Report number RMA/039 entitled Policy Revision Report – February 2021 be received and
noted.
BACKGROUND
Governance and Strategy section was introduced in November 2020 to ensure proper governance
practices are maintained across the range of programs and services that contribute to the delivery of
the City of Palmerston Community Plan.
Policy Revision Schedule was created late last year to ensure all Council policies are revised before the
introduction of the new Act and within the term of the 9th Council. This report updates RMAC on the
status of this body of work.

REPORT TITLE: RISK MANAGEMENT AND AUDIT COMMITTEE SCHEDULE 2021
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DISCUSSION
The policy revision report presents the revision of Council policies and its status to the Risk
Management and Audit Committee on a quarterly basis. A schedule has been prepared (Attachment
A) to ensure this activity is properly monitored and tracked. This policy revision schedule lists a timeline
for updating all Council policies. Following policies were revised in the last quarter:
•
Asset Management
•
Alcohol Management
•
Appointment of Deputy Mayor
•
Public Benefit Concession for Commercial Ratepayers
•
Borrowing
•
Security Payments
•
Laneway Management
•
CEO Code of Conduct
•
Confidential Information
An internal policy consultation process is being implemented to ensure appropriate consultation with
the corresponding departments for drafting of the policies. Pending policies that are scheduled to be
revised during the term of this Council are as below:
•
Media
•
Open data
•
Community Consultation
•
Code of Conduct Elected Members
•
Elected Members Benefits and Support
•
Caretaker
•
Annual Financial Statement
•
Procurement Policy
•
Debt Collection
•
Public Question Time
In preparation for the Local Government Act 2019 the Department of the Chief Minister and Cabinet
have been drafting sample policies, registers, and forms to assist local government councils in the
transition of the legislation changeover.
Since August 2020, Council staff have been working with the Department in the development of these
sample documents and have incorporated the required changes within our own policy review
framework.
Council Policies are in the process of being reviewed and assessed against the required legislative
changes to ensure they are compliant. This will result in some policies being presented back to Council
with recommended changes, the Act will require new policies to be adopted. This body of work is
continuing, and the final sample policies from the Department are being received in batches.
The first batch of sample policies were received in December 2020 being:
Policy required under Does Council
Comment
the Local Government currently satisfy
Act 2019
this requirement
Attendance at
Yes
Council is currently compliant,
meetings via audio or
however additions being
audio-visual
recommended to strengthen the
conferencing system
policy.
Breach of Code of
No
Draft prepared and will be considered
Conduct
during the review of Council Policy
Code of Conduct Elected Members.

Required by
1 August
2021
1 July 2021
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Caretaker

Yes

Filling casual
vacancies

No

Shared services

No

Sufficient interest in
the assessment
record

No

Council is currently compliant
however additions are being
recommended to strengthen the
policy.
This policy is required to be adopted
by Council
Council does not currently hold a
policy.
Draft being prepared.
Council does not currently hold a
policy.
Draft being prepared.
Council does not currently hold a
policy.
Draft being prepared.

March 2021

1 July 2021
1 August
2021
1 July 2021

Update will be provided to the Committee on the progress of Council’s policy review. All policies will
be reviewed within the next four months and will be completed by priority.
CONSULTATION PROCESS
In preparing this report, the following internal consultations were made:
•
Governance Lead
POLICY IMPLICATIONS
The implementation of this schedule is expected to revamp the entire policy framework and ensure
total compliance with all the policy requirements before July 2021.
BUDGET AND RESOURCE IMPLICATIONS
There are no budget or resource implications relating to this report.
RISK, LEGAL AND LEGISLATIVE IMPLICATIONS
As per the new Local Government Act 2019, Council is required to adopt additional policies and keep
separate registers to ensure compliance with the Act.
Although there is no legislative requirements for Council to have a Policy Review Schedule, Council’s
Strategic Risk Register identified that having this measure in place mitigates risk to the Council. It is
also considered good governance for Council to review its policies to ensure they are complaint with
current legislation and reflective of Council’s intent.
Council’s Strategic Risk Register August 2020 identified improving future controls by incorporating the
requirements under the Local Government Act 2019 into Council’s Policy Review Framework. This
action has been completed and addresses the following City of Palmerston Strategic Risks:
4.
5.

Fails to effectively design and implement contemporary governance practices
Context: Strong foundations to hold the Council and Administration to account with clear and
transparent performance reporting.
Fails to make informed and timely decisions
Context: Ensuring the Council and Administration with decision making delegation have access to
the right information, at the right time as context to making its decisions on a timely basis.

ENVIRONMENT SUSTAINABILITY IMPLICATIONS
There are no environment sustainability implications for this report.
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COUNCIL OFFICER CONFLICT OF INTEREST DECLARATION
We the author and approving officer declare that we do not have a conflict of interest in relation to
this matter.
ATTACHMENTS
Attachment A: Adopted Council Policies Review Schedule
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Adopted Council Policy Review Schedule
Council Policy Register
Asset Management
Privacy
Media
Alcohol Management
Lease of Council Property
Recognition of Service to the Community
Open Data
Community Consultation
Edible Pocket Garden
Preserving our Urban Forest
Code of Conduct Elected Members
Elected Members Benefits and Support
Caretaker
Political Involvement in Council Events
Appointment of Deputy Mayor
Fraud and Corruption
Rating
Annual Financial Statement
Procurement Policy
Investments
Risk Management and Audit Committee Terms of Reference
Rate Concession
Public Benefit Concession for Commercial Ratepayers
Grants, Donations, Scholarships and Sponsorships
Financial Reserve
Borrowing
Debt Collection
Credit Card
Related Party Disclosure
Security Payments
Public Question Time
Audio/Audiovisual Conferencing
Outdoor Dining
Laneway Management
CEO Code of Conduct
Confidential Information

Responsible Department
Organisational Services/Finance
Organisational Services
Deputy CEO
Lifestyle & Community
Governance
Lifestyle & Community
Organisational Services/IT
Lifestyle & Community
Lifestyle & Community
City Growth & Operations
Governance
Governance
Governance
Governance/Community & Lifestyle
Governance
Organisational Services/Finance
Organisational Services/Finance
Organisational Services/Finance
Governance/Procurement/Finance
Organisational Services/Finance
Governance
Organisational Services/Finance
Organisational Services/Finance
Organisational Services/Finance
Organisational Services/Finance
Organisational Services/Finance
Organisational Services/Finance
Organisational Services/Finance
Organisational Services/Finance
Organisational Services/Finance
Governance
Governance
City Growth & Operations
City Growth & Operations
Governance
Governance

Date of Adoption
3/11/2020
19/02/2019
20/02/2018
20/10/2020
18/06/2019
3/03/2020
20/02/2018
16/02/2016
18/09/2018
1/09/2020
12/12/2017
18/06/2019
4/07/2017
20/11/2018
3/11/2020
11/12/2018
5/05/2020
30/01/2018
6/03/2018
19/03/2019
18/08/2020
6/10/2020
8/12/2020
5/11/2019
6/08/2019
19/01/2021
21/06/2016
11/12/2018
19/03/2019
08/12/2020
17/04/2018
16/06/2020
2/06/2020
17/11/2020
17/11/2020
2/02/2021

Date of Review
3/11/2024
1/01/2023
1/01/2020
20/10/2024
20/06/2023
2/03/2024
1/01/2020
1/01/2019
18/09/2022
1/09/2024
1/10/2019
16/06/2020
1/07/2020
1/10/2021
21/09/2021
1/10/2022
5/05/2022
1/01/2021
1/01/2021
1/01/2023
18/08/2022
30/06/2022
30/06/2021
5/11/2023
5/08/2022
19/01/2025
1/07/2018
1/10/2022
21/03/2023
8/12/2022
1/01/2021
16/06/2022
2/06/2024
17/11/2024
17/11/2022
2/02/2025

Revision 2020-21
Dec/Jan/Feb Mar/Apr Before June

As per schedule

x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x

Not started
In progress
Completed
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REPORT TITLE:

Update on Information Technology Policies and Disaster Recovery Plan

REPORT NUMBER:

RMA/040

MEETING DATE:

23 February 2021

AUTHOR:

Information and Technology Manager, Glen Collins

APPROVER:

Director Organisational Services, Silke Maynard

COMMUNITY PLAN
Governance: Council is trusted by the community and invests in things that the public value.
PURPOSE
This report provides an update to the Risk Management and Audit Committee in regard to Information
Technology policies and Disaster Recovery Plan.
KEY MESSAGES
•
•
•
•
•

Council’s current Information Technology Policies are due for review.
Initial draft policies had been developed and reviewed by an external consultant.
Information Technology policies will be implemented by 31 March 2021.
Council developed a draft IT Disaster Recovery Plan.
Finalisation of the Recovery Plan is pending the outcomes of the development of the organisational
wide Business Continuity Plan.
• The IT Disaster Recovery Plan will be implemented by 31 October 2021.
RECOMMENDATION
THAT the Risk Management and Audit Committee recommend to the Council:
1.

THAT Report Number RMA/040 entitled Update on Information Technology Policies Review and
IT Disaster Recovery Plan be received and noted.

2.

THAT Action Items RMA9/0082 (28/07/2020), RMA9/0083 (28/07/2020) be removed from the
Action Report.

3.

THAT completion of the Update on Information Technology Policies Review and IT Disaster
Recovery Plan be reported through the Control Improvement Plan.

BACKGROUND
At the Risk Management and Audit Committee meeting at the 28 July 2020 the Committee made the
following recommendations:
Information Technology Security Update on Outstanding Action Items – Information Technology Policies
THAT the Risk Management & Audit Committee recommend to Council:
REPORT TITLE: UPDATE ON INFORMATION TECHNOLOGY POLICIES AND DISASTER RECOVERY PLAN
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1.

THAT Report entitled Information Technology Security Update on Outstanding Action Items –
Information Technology Policies be received and noted.

2.

THAT an update report on the Information Technology Policies be presented to the Risk
Management and Audit Committee meeting in October 2020 with inclusion of consideration on an
Elected Members Information Technology policy.
RMA9/0082 28/07/2020

Information Technology Security Update on Outstanding Action Items – Information Technology
Disaster Recovery Plan
THAT the Risk Management & Audit Committee recommend to Council:
1.

THAT Report entitled Information Technology Security Update on Outstanding Action Items –
Information Technology Disaster Recovery Plan be received and noted.

2.

THAT the Information Technology Disaster Recovery Plan including the results be presented to the
Risk Management and Audit Committee meeting in October 2020.
RMA9/0083 28/07/2020

At the October 2020 Risk Management Audit Committee meeting, the Action report committed a
report for both above mentioned items be presented to the February 2021 meeting.
DISCUSSION
Information Technologies Policies:
The following draft policies were submitted to KPMG in October 2020 for their specialist independent
review:
-

ICT Security Framework Policy
ICT Security Policy
ICT Access Control Policy
Employee ICT Internet Usage Policy

The feedback from KPMG on each of the policies was that whilst the base of the policies was strong,
they were lacking sufficient detail to be a useful addition in their current form. KPMG have made a
number of recommendations for improving the policies, being:
-

linking the policies clearly to Council’s risk management,
Assigning key responsibilities internally, and
Clarifying scope and definitions.

The policies will be amended, considering the KPMG feedback and after consultation with the senior
leadership and executive management teams presented for approval to the Chief Executive Officer in
March 2021.
Consideration for an Elected Members Information Technology policy will be given as part of the final
review of necessary IT policies.
Additional policies are considered to manage other relevant operational matters concerning
Information Technology, and an update will be provided to the Committee as policies are developed.
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IT Disaster Recovery Plan:
Territory Technology Solutions were engaged to develop a Disaster Recovery Plan and provided a draft
of the document in September 2020. The draft lists the existing recovery technology in place but does
not consider Business Continuity Plan (BCP) decisions.
The BCP determines the priority of recovery of Council services, functions and the required IT response
for the recovery. Whilst it is possible to develop an IT Disaster Recovery Plan it will not necessarily be
reflective of the organisation’s priorities and therefore it is recommended that the IT Disaster Recovery
Plan not be finalised and until such time as the BCP is completed. The development of the BCP is
scheduled to commence in March following its completion, the IT Disaster Recovery Plan will be
developed by 31 October 2021 and presented to the Committee.
Further updates should be presented to RMAC through the Control Improvement Plan updates
connected to Council’s Strategic Risk Register.
CONSULTATION PROCESS
In preparing this report, the following staff were consulted:
• Information and Technology Manager
POLICY IMPLICATIONS
Relevant Information Technology policies will be updated and approved under delegation of the Chief
Executive Officer.
BUDGET AND RESOURCE IMPLICATIONS
There are no budget or resource implications relating to this report.
RISK, LEGAL AND LEGISLATIVE IMPLICATIONS
This report addresses the following City of Palmerston Strategic Risk:
1. Is not sustainable into the long term
Context: Optimising the financial, social and environmental sustainability of the Council.
2. Fails to attract, value, retain and develop the right people with the desired culture
Context: Right people at right time and place with right skills, operating consistently in
accordance with the desired culture of Collaboration, Accountability, Respect and Valued)
3. Fails to effectively design and implement contemporary governance practices
Context: Strong foundations to hold the Council and Administration to account with clear
and transparent performance reporting.
The risk of Council is currently managed through existing policies and close support of the IT team to
all other business areas.
ENVIRONMENT SUSTAINABILITY IMPLICATIONS
There are no environment sustainability implications for this report.
COUNCIL OFFICER CONFLICT OF INTEREST DECLARATION
We the author and approving officer declare that we do not have a conflict of interest in relation to
this matter.
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ATTACHMENTS
Nil
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REPORT TITLE:

Asset Management Plan Update

REPORT NUMBER:

RMA/041

MEETING DATE:

23 February 2021

AUTHOR:

City Assets Manager, Jarrad Crawley

APPROVER:

Director City Growth and Operations, Nadine Nilon

COMMUNITY PLAN
Future Focused: Palmerston is an innovative city that sustains itself through the challenges of the future.
PURPOSE
This report provides an update on the preparation of Asset Management Plans.
KEY MESSAGES
• Council has endorsed Asset Management Plans (AMPs) relating to Pathways, Transport (Roads) and
Stormwater Drainage.
• The recruitment for the position City Assets Manager was finalised in December 2020 and has since
commenced employment on 8 February 2021.
• The program for the development of AMPs has been adjusted to allow time for the new City Assets
Manager and the team to deliver the AMPs.
• AMPs that were due to be presented to RMAC in February 2021 will now be due for RMAC in May 2021.
• The Internal Audit Plan includes the review of completed AMPs for compliance and best practice, this is
scheduled for March 2021.
• Revaluation of Public Lighting Assets to be completed in April 2021.
• The endorsed AMPs have been finalised with the executive summary of each being available on Council’s
website.
• The program prepared in October 2021 for the development of the remainder of the AMPs for Council
assets is incorporated into Council’s Strategic Risk Register Control Improvement Plan reporting and will
be updated to reflect the program changes.
RECOMMENDATION

THAT the Risk Management and Audit Committee recommend to the Council:
1. THAT Report Number RMA/041 entitled Asset Management Plan Update be received and noted.
2. THAT the amended Asset Management Program within Report Number RMA/041 be received and
reported through the Strategic Risk Register Control Improvement Plan.
BACKGROUND
At the Risk Management and Audit Committee (RMAC) meeting on 28 July 2020, the Asset Management
Plans (AMPs) relating to Pathways, Transport (Roads) and Stormwater Drainage were endorsed, with the plans
to be finalised following the update of the Strategic Risk Register. The executive summary portion for each
AMP were also to be uploaded to the website for the community to access.
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At the RMAC meeting on 25 August 2020, the Strategic Risk Register was recommended for presentation to
Council.
At the RMAC meeting on 27 October 2020 the committee endorsed the revised Asset Management Policy,
which was adopted by Council on 3 November 2020. A program to deliver the remaining AMPs was also
noted by RMAC, for inclusion in Council’s Strategic Risk Register reporting, and the Control Improvement
Plan.
The resolution of RMAC was:
9.4 Asset Management Plan Program
1.

THAT the report entitled Asset Management Plan Program be received and noted.

2.

THAT the Risk Management and Audit Committee notes that the progress of the program will be reported
through Council’s Strategic Risk Register reporting, and the Control Improvement Register.
CARRIED RMA9/0103 – 27/10/2020

The program as mentioned above is shown in the following table. These are being monitored through the
Control Improvement Plan as a key control activity for the strategic risk of long-term sustainability.
Class
Transport (Roads)
Stormwater
Pathways
Buildings and Facilities
Public Lighting
Open Space
Vehicles and Plant

Asset Management Plan
Completion (to RMAC)
July 2020
July 2020
July 2020
February 2021
February 2021
May 2021
May 2021

Revaluation Schedule (indicative)
2023/24
2021/22
2020/21
2022/23
2020/21
2021/22
N/A (as infrastructure revaluation)

This report provides an update on the program and recent activities within Asset Management.
DISCUSSION
The AMPs for Pathways, Transport (Roads) and Stormwater Drainage have been finalised following the
update of the Strategic Risk Register. The Executive Summary’s for these AMPs have been made available for
the community on Council’s website.
To ensure Council continues to be invested in its strategic approach to Asset Management recruitment was
undertaken in December 2020 to secure the new position of City Assets Manager. Due to the Christmas
holiday period and commitments the new position did not commence until 8 February 2021. With this
position now filled it enables the new manager to develop and align the outstanding AMPs with the most
recent asset revaluation data and any recommendations from the upcoming internal audit review.
The development program for the AMPs, includes Buildings and Facilities, and Public Lighting to be completed
in February 2021. The data and the supporting detail is being prepared for these AMPs, however due to the
current revaluation of Public Lighting Asset, the internal audit of AMPs and the new City Assets Manager
starting, they have been placed on hold. This is to ensure the new AMPs consider the results of the AMP
internal audit and align with most recent asset data available.
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The schedule for Internal Audit Plan includes AMPs as an internal audit area for the January to March 2021
quarter. The scope of the internal audit is to assess the design of the AMP framework against contemporary,
yet fit-for-purpose better practices, and to review a sample of newly developed AMPs (Pathways, Transport
(Roads) and Stormwater Drainage) and their operating effectiveness within the Council to improve practices.
Therefore, the AMP program will recommence following this in April 2021 with all current and programmed
AMPs to consider any internal audit review findings.
The revaluation of Public Lighting and Pathways is currently in progress with completion also expected in
April 2021. This will provide the most current inventory and financial data for the new Public Lighting AMP
now due for RMAC in May 2021. A significant condition inspection program has also recently been completed
for Pathways which will greatly contribute to the accuracy of the revaluation of the asset.
The Strategic Risk Register identifies the completed AMPs as a primary control relating to Strategic Risk
number 2; Be sustainable into the long term. This risk has a net risk rating of medium 1, with moderate
consequence and possible likelihood. The completion of the remaining AMPs have been identified as a priority
and an opportunity to further mitigate risk. Completion of all AMPs is intended to result in an overall target
risk rating of low 4, with moderate consequence and unlikely likelihood. As a result, the completion of the
AMPs are included within the Control Improvement Plan.
As a result, the program has been updated to reflect the new timeframes.
Class
Transport (Roads)
Stormwater
Pathways
Buildings and Facilities
Public Lighting
Open Space
Vehicles and Plant

Asset Management Plan Completion (to RMAC)
July 2020
July 2020
July 2020
May 2021
May 2021
August 2021
August 2021

CONSULTATION PROCESS
The following City of Palmerston staff were consulted in preparing this report:
• Governance and Risk Manager
POLICY IMPLICATIONS
There are no policy implications for this report. The development of Asset Management Plans aligns with
Council’s Asset Management Policy.
BUDGET AND RESOURCE IMPLICATIONS
There are no budget or resource implications relating to this report.
RISK, LEGAL AND LEGISLATIVE IMPLICATIONS
Asset Management Plans are a control measure required in relation to Council sustainability in the long term.
The completion of the remainder of the Asset Management Plans is a future control improvement which will
reduce Council’s likelihood of failing to be sustainable from Possible to Unlikely.
This report addresses the following City of Palmerston Strategic Risk:
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2. Is not sustainable into the long term
Context: Optimising the financial, social and environmental sustainability of the Council.
ENVIRONMENT SUSTAINABILITY IMPLICATIONS
There are no environment sustainability implications for this report.
COUNCIL OFFICER CONFLICT OF INTEREST DECLARATION
We the author and approving officer declare that we do not have a conflict of interest in relation to this
matter.
ATTACHMENTS
Nil
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AGENDA ITEM:
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REPORT TITLE:

Post COVID-19 Process Review Internal Audit Report

REPORT NUMBER:

RMA/042

MEETING DATE:

23 February 2021

AUTHOR:

Director Organisational Services, Silke Maynard

APPROVER:

Chief Executive Officer, Luccio Cercarelli

COMMUNITY PLAN
Governance: Council is trusted by the community and invests in things that the public value.
PURPOSE
This report provides the Risk Management and Audit Committee (RMAC) the Post COVID-19 Process
Review Internal Audit Report and the COVID-19 Internal Audit – Management Response.
KEY ISSUES
• An Internal Audit was undertaken by KPMG in line with the Internal Audit Plan, for review of the
post COVID-19 processes that were introduced during the COVID-19 Pandemic (Pandemic).
(Attachment A).
• The internal audit identified the agile and appropriate response of Council during the Pandemic.
• The report highlighted 18 recommendations resulting in six recommended internal control
measures highlighted in the Management Response, (Attachment B).
• Identified improvements in the audit relate to the formalisation and recording of established
processes.
• Council continues to manage the pandemic through ongoing communication with staff and
implementation of relevant health directions.
RECOMMENDATION
THAT the Risk Management and Audit Committee recommend to the Council:
1. THAT Report Number RMA/042 entitled Post COVID-19 Process Review Internal Audit Report be
received and noted.
2. THAT Council endorse the Management Responses to the Internal Audit Report and internal control
measures be included in the Strategic Risk Register as control improvements.
BACKGROUND
As part of Council’s Internal Audit Program, the review of processes and service delivery changes
through the COVID-19 Pandemic was identified as an internal audit for 2020-21.
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The scope:
• Included: consideration of changes to any key controls that manage key strategic risks in the City’s
Strategic Risk Profile, updated in August 2020.
• Excluded: looking at the Council’s response from a business continuity perspective and instead
focussed on the process changes employed.
DISCUSSION
The internal audit notes that Council has responded in an agile manner to the Pandemic and recognises
the precedence of such event. Recommendations made in the report are high level and are linked to
work Council has already undertaken.
The Management Responses, as presented at Attachment B, summarises the 18 recommendations
made by KPMG, and the recommended internal control measures as follows:
•
•
•
•
•
•

Policy, Procedure and Manuals register to be finalised by 30 April 2021.
Business Continuity Plan to be implemented by 31 May 2021.
All policies to be reviewed by 30 June 2021.
Capability Framework and Development Plan templates to be implemented by 30 June 2021.
Information Management review to be finalised by 31 July 2021.
ICT Disaster Recovery Plan to be finalised by 31 October 2021.

Council has already progressed on some of the above control measures. Jardine Lloyd Thompson have
been engaged for the facilitation of the development of the Business Continuity Plans and a policy
register is in draft form.
The internal control measures mentioned above, that are additional to the existing control
improvements, should be included in the Strategic Risk Register to ensure transparency and allow
oversight by RMAC on the internal audit outcomes through the Risk Register review.
Council continues to actively manage the ongoing pandemic through the implementation of health
directions. This includes an active review and adaptation of our hygiene practices, for example the
placement of disinfect wipe dispensers in public facilities. Ongoing communication to staff and
adjustment of procedures are part of ensuring safety of our community. Recently Council introduced
the recording of staff movement on leave, this will allow agile response to rapidly changing boarder or
quarantine restrictions.
CONSULTATION PROCESS
The Internal Audit undertaken by KPMG included consultation with the Senior Leadership Team,
review of draft findings by Director Organisational Services and consultation with the Executive
Leadership Team. KPMG have been given access to relevant internal documentation for the audit.
POLICY IMPLICATIONS
Review of policies as required in internal control measures
BUDGET AND RESOURCE IMPLICATIONS
Internal control measures mentioned in the management response will be funded out of operational
budgets.
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RISK, LEGAL AND LEGISLATIVE IMPLICATIONS
Risk 9: Appropriately respond to material events impacting business continuity
Council has undertaken the Post COVID-19 Process Review Internal Audit Report to ensure responses
to the Pandemic were appropriate and Council continued to manage the risk exposure.
The link to the Strategic Risk Register has been established for each KPMG Recommendation in the
management response, (Attachment B).
ENVIRONMENT SUSTAINABILITY IMPLICATIONS
There are no environment sustainability implications for this report.
COUNCIL OFFICER CONFLICT OF INTEREST DECLARATION
We the author and approving officer declare that we do not have a conflict of interest in relation to
this matter.
ATTACHMENTS
Attachment A: Post COVID-19 Process Review Internal Audit Report
Attachment B: COVID-19 Internal Audit – Management Response
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In accordance with the 2020/21 Internal Audit Plan for the City of Palmerston (the City) a
Post COVID-19 Process Review was undertaken.

1.1 Objective

COVID-19 Process Changes

Strategic Risk impacts

Appendices

 Considered whether the change required any other stakeholder

management to enable continuation, particularly where service delivery and
offerings have changed permanently.

o Recorded what the City keeps going forward from changes implemented

The overall objective for this project was to assess changes implemented during COVID19 and through comparing to better practice, determine which process changes should
form part of future business as usual, and if so, with what, if any, additional controls, to
ensure risks are appropriately managed.

1.2 Scope
The scope considered process and service delivery changes across the whole business
and included processes that were internal processes and also those that impacted
service delivery.
Specifically, the scope:
•

included consideration of changes to any key controls that manage key strategic risks
in the City’s Strategic Risk Profile, updated in August 2020.

•

excluded looking at the Council’s response from a business continuity perspective
and instead focussed on the process changes employed.

1.3 Approach
The project was performed using the following approach:

• Holding one on one consultations with the executive management and management
for all Departments to identify:

– What changed in terms of key strategic risk controls, process or service delivery
during COVID-19 and:

o Classified into either ‘temporary’ or ‘permanent’ changes and identified ‘what
worked well’ or ‘what didn’t’

o For those that worked well:
 documented the design of the new change and compared to better

practice to detect if there are any unintended consequences arising such
as control exposures that need to be addressed;

during COVID-19.

– Identified other changes that may have been considered, but not implemented,

that still may represent an opportunity to streamline process and service delivery.
For these opportunities, consider whether these opportunities present any control
risk requiring consideration.

1.4 Opening Remarks
Prior to providing concluding comments related to the scope of this engagement, it is
critical to firstly acknowledge that COVID-19 delivered a never seen before situation, not
only locally, but globally. Accordingly, it is also acknowledged that all organisations were
dealing with a very unique event that had no precedent to learn from and be prepared for.
The event was forever changing and evolving at a very rapid pace, yet over a relatively
sustained period, even in the NT that was in hindsight less impacted than the rest of
Australia.
With this particular environment, based on our discussions with multiple organisations,
we have learned that instinctive leadership that applied an agile approach was the key to
guiding organisations through the pandemic, rather than necessarily specific formalised
pandemic plans.
In respect to interpreting this report, it is however critical to note that this engagement
was not focussed on the appropriateness of how the City responded to the event and
how it managed business continuity. Instead, it was focussed on whether the changes
applied to process and internal controls created any internal control exposure for the City,
either during the pandemic, or for the future if these changes still remain in place.
It is acknowledged by the City, that Australia, and therefore the NT, is still in a pandemic
environment that needs continued vigilance for ongoing compliance with mandated
directions from organisations external to the City.
KPMG has consulted widely within the LG sector during the pandemic to take the
learnings and this has resulted in a number of Insight papers issued publicly. These are
summarised in Appendix 3 and provided given their connectivity to this scope and
engagement.
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1.5 Concluding Observations
Prior to focussing on the level of process and internal control changes, the following high
level concluding observations are made in respect to the City’s response:

• The City responded quickly to stand up processes to both assess the situation, and
implement necessary changes, brought on by COVID-19. The initial response and the
daily processes employed, importantly involved both City management and the
Council elected members.

• With the absence of a single authoritative body providing consistent guidance and

directions in the NT or Australia, an extremely agile approach was required to focus on
the City’s needs. With this environment in mind, the City appropriately moved quickly
to implement new delegated authority governance arrangements to ensure agile and
timely decisions could be made and implemented. Communication of the City’s
actions to the Council were applied diligently through daily Situation Reports. The City
employed appropriate processes to monitor requirements mandated by external
organisations and ensured these were fed into the daily considerations of actions
required by the City.

COVID-19 Process Changes

home arrangements were implemented and the City did not need to change many of
their existing processes and internal controls. With many staff onsite, care was taken
in complying with specific guidelines such as social distancing in the work place.

• The lack of mandatory changes in processes and internal controls resulted in the City
being less exposed to internal control risks. The key process and internal control
changes considered as part of this engagement included:

-

CEO Delegation: In order to provide flexibility in the uncertain operating
environment, Council did delegate additional powers to the CEO which at the time
of review has not been fully revoked given COVID-19 is still a key risk.

-

Policy implementation: The City implemented a Work From Home Policy and
provided three additional weeks of leave (for use after other leave has been
exhausted) to staff in the event a staff member contracted or was impacted by
the virus.

-

Finance process changes: To provide relief to customers the City provided rate
relief to customers until June 2021 and offered free services for parking, hall hire,
etc. which will be in place until June 2021. Furthermore, supplier payment terms
were changed from 28 to 14 days to improve cash flow of local business, this had
not yet reverted at the time of consultation.

-

Payment process implemented at the Library: The City introduced payment
services (i.e. rates, infringements, etc.) at the Library to alleviate foot traffic.

-

Changes in operations: The City and Libraries was closed to its customers for 6-8
weeks and alternate arrangements were introduced to ensure ongoing services
were still provided to the Community.

date with COVID-19 was significantly different, and less impact, than the rest of
Australia. Consultation with staff across the City, indicated however that the
experience of its City leaders with significant events, helped the City respond.
and considered the flow-on effects to the community through changes to policy
positions including those related to rates and hardship measures.

Moving from the City’s broader response approach, the following concluding
observations are made in respect to the City’s process and internal control processes:

• KPMG were able to view documents and consult with a broad cross section of

executives and management across the City to understand what processes and
internal controls have been employed to date due to COVID-19. It is however
acknowledged that there has been a relatively large turnover of staff at the City,
which made the documented actions very important. Should these actions not have
been documented, it would create significant risk in not being able to trace back and
ensure temporary changes are reversed. Changes were documented in briefing
reports and provided to elected members during the peak of the pandemic. We note
the documentation of changes were managed via MS Teams and these should be
stored in the City’s electronic document and records management system for
informational purposes in the long term.

• For the key process and internal control changes considered, it was determined that
these changes had been appropriately managed by the City. Where a new process
change was reversed, these have been appropriately communicated to the relevant
stakeholders.

• Since the height of COVID-19, the City has continued to enhance operating processes
to comply with government directives in relation to COVID-19. This has included
adapting service delivery to adhere to social distancing, safety and hygiene and
processes to support contact tracing (were being mandated at time of consultation).

• Importantly, there have been numerous updates and reports provided to Council
including Going back to the 'new normal' presented on 19 May 2020.
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• A critical outcome from the City’s response was that no large scale working from

• At the time of this engagement, it was acknowledged that the NT’s experience to

• Overall the City actively managed service delivery impacts resulting from COVID-19
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1.5 Concluding Observations (continued)

1.6 Structure of Report

• Whilst there was significant effort in terms of identifying impacted services, adapting

This report has been structured as follows:

service delivery models, temporarily redeploying staff and endeavouring to find ways
to support the community and businesses within the City, there doesn’t appear to
have been a formal risk and impact assessment during the pandemic. This includes
consideration of whether existing crisis management and recovery strategies were
sufficient for a sustained crisis.

Further assessment is included in the detail of this report including KPMG’s COVID-19
insights and overviews relating to business areas consulted (from page 7).

• During the engagement, whilst outside of scope, the following matters are noted for

Appendices

• Section 2: Introduction – provides some high level commentary on the City’s
response to COVID-19

• Section 3: COVID-19 Process Changes – provides an overview of the key process
and internal control changes for each Division consulted.

• Section 4: Strategic Risk Impact – provides an overview of the key process and

internal control changes that specifically relate to the control of the City’s Strategic
Risks

the City to consider:

-

Business Continuity Plans (BCP): Notwithstanding that an agile approach was
needed to this never before seen event, it was identified during the engagement
that the City’s BCPs require a formal review and update to ensure it is better
prepared for non cyclone significant events that impact business continuity.

-

Working from home: Appreciating that this was not required on this occasion,
many other organisations were able to test the IT environment works by having
large scale working form home. The City should consider testing this at an
appropriate time when testing BCP’s.

-

Cross sharing of staff: Staff were shared across the City during the pandemic to
prevent staff being stood down. The feedback and response received during our
consultation was extremely positive and the City should consider incorporating
cross sharing of staff during off peak periods.

-

Financial investments: As the City offered a number of free services to the
community, this meant foregoing revenue in the 2020 and 2021 financial year. The
City should consider reviewing the Investment Policy and update for investment
decisions and returns that would support the City.

-

Waste recycling: We noted at times waste was not being recycled in the correct
manner by the Community resulting in incorrect items being disposed into the
recycling bins. The City should consider providing more information to the public
on what items can be recycled and how to dispose waste appropriately via
education campaigns or interactive webpages.
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City Response to COVID-19

Risk management

The outbreak of novel coronavirus (COVID-19) introduced new challenges to the
business environment which called for a measured, practical and informed approach
from leaders. In response, many organisations enacted their established plans with an
aim to minimise disruption of operations and maximise the safety and wellbeing of
staff.

While the risks themselves might not be new, they are manifesting in different ways, with
increased velocity and creating changes to the risk profile of the organisation. Similarly, the
likelihood of these risks occurring has often increased and/or their severity, leading to the need
to revisit overall risk appetite and acceptable risk levels. These include:

While most organisations have business continuity and crisis management plans, it is
challenging to be fully prepared for a pandemic of this scale. Business continuity plans
often focus on the impact of shorter term scenarios, with the expectations that there is
a known recovery timeframe. The current outlook for COVID-19 is uncertain, and many
business functions initially deemed ‘non-critical’ as part of business continuity plans,
quickly became critical to the ability of the organisation to function, or even survive.
COVID-19 has underlined the importance of the need for organisations to be agile and
adapt its operating models within a very short timeframe. There was a lot of processes
and normal way of doing things that needed to change, and fast. As organisations
transition out of the initial critical response, it is important to look back and examine
how the organisation responded and see what opportunities and learnings can be
taken away for future state operations and incorporated into future Business Continuity
Plans or Emergency Plans of the City.
Rather than necessarily test the appropriateness of the City’s various response plans,
the City required a review of the process changes to determine how the City can
progress forward with such changes to ensure opportunities are optimised.
Other Local Government entities are known to have developed very specific COVID-19
Response Plans, which would be considered better practice, these Plans were to:
1.
2.
3.
4.

Inform, engage and empower both workers and the community to be alert but not
alarmed and advise of changes to regular services of Council
Prevent transmission and implement infection control measures while providing
support services to people who are isolated or quarantined within Council
boundaries
Assist leadership manage staff affected or at risk
Ensure essential Council services continued during the absence of staff with the
rising demand placed on municipal services.

• An increased risk of the deployment of tools and technology that are not aligned to
organisation security standards

• Cyber risk is heightened as cyber criminals may be more active during this period while
internal controls are weakened

• Data loss, and/or privacy risks may increase
• Controls may be bypassed or relaxed to accommodate new ways of working
• Control execution may become less of a priority as IT teams are focused on providing system
availability and supporting the remote work environment.

People impact
Daily communication to staff was crucial during the peak months of the pandemic to ensure
staff were aware of ongoing changes and provide confidence to staff that the City is managing
the situation in the best manner possible. It was noted frequent communication via emails and
brief team meetings kept staff updated and ongoing changes within the City was shared with
elected members.
Maintaining a sense of team and managing the team experience is crucial through remote
working and will continue into the future, particularly given the recognition that working from
home (WFH) does work, and staff do not necessarily need to be in the office every day.
However, when working remotely, employees risk losing their sense of connectivity and team.
Due to the less stringent restrictions in the NT than in other jurisdictions, whilst the City made
plans for staff to work remotely, in practice this only occurred for a limited number of staff. With
the infrastructure and systems set up for remote working, it would be valuable for the City to
stress test this with multiple users to ensure it works.
Technology impact
COVID has driven one of the biggest surges in technology investment in history – with many
spending more than their annual budget rise in just three months, as the global crisis hit, and
lockdowns began to be enforced. Security and privacy were the top investment, but 4 in 10 of
Australian IT leaders report cyber attacks. Whilst the City has largely expedited existing IT
activity (refer to page 4) which was already planned, and hasn’t been impacted to the extent
Council’s in other jurisdictions have been, there is still a need to be cognisant of unique
challenges this uncertain environment presents to organisational control environments. KPMG
performed a Security Policy review in October 2020 which outlined areas for improvement that
should be addressed.

Actions and scenario planning were initially documented in Incident Management
Team (IMT) Situation Report (SitRep) meeting notes with an Action spreadsheet
tracking key actions by responsible IMT or staff member. Frequently asked questions
(FAQ) regarding COVID-19 Leave Arrangements was put together for the staff
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The key changes that the City’s ‘Library and Community Services’ portfolio
made through COVID-19 included:
Temporary
• Change in event hosting to
reduce impact of the virus (e.g.
‘Carols by Candlelight’ changed
to an outdoor ‘Christmas
Wonderland’)
Permanent
• Registration for contact tracing
required by NTG
• Trialling ‘Anytime Libraries’
(vending machines) for books to
reduce Library traffic
• Further shift to self-service
options for library users
• Maintaining social distancing
(including set-up of computers)
and practices such as
cleaning/availability of handsanitiser intended to reduce risk
of transmission of COVID-19

Key Risks:
Key risks associated with these changes that will continue to require
ongoing focus or action include:
• Ongoing compliance with
COVID 19 Plans (in-house and
services contract managed)
• Maintaining levels of customer
satisfaction

Appendices

Library & Community Services: Library services, Community Service Functions
(including youth, recreation, safe communities, arts and culture, etc.)

Key Changes:
Temporary
• Closure of public spaces and
postponement/cancellation of
community events
• Shift to events provided and
attended online
• Amnesty on library fines/charges
• Blanket copyright exemption for
online use of materials
• CEO delegations extended to
include additional decisions
usually requiring Council approval
• COVID 19 Plans for events (inhouse and outsourced)
• Workaround preferred supplier
usage for NTG funding
• Redeployment of library staff to
other parts of the City
• Waiver of fees for hall and
community room hire until June
2021

Strategic Risk impacts

• Ongoing compliance with NTG
contact tracing requirements
• Copyright infringement (upon
cessation of blanket
arrangements)

Commentary
More generally, it appeared that Library and Community Services management:
•

Adequately communicated with its stakeholders regarding the closure of
libraries/recreation centres and cancellation of events, new processes and changes in
library operational hours.

•

Implemented a COVID Plan and communicated the Plan with its key stakeholders (internal
and external stakeholders to the City).

•

Key controls continued to operate as normal and therefore still managing existing risks.

•

Emergency delegation provided to the CEO during COVID was beneficial and ensured
informed and timely decisions were made to support the City during this time.

•

Redeployed library staff across other parts of City, which was well received by staff based
on consultations with Senior Leadership contributing to staff morale and desired culture in
terms of support and collaboration.

The City has restored these services back to pre-COVID
•

Opening of the Library, library staff utilised onsite and recreation centre services restored.

Key Recommendations
Having regard to the work undertaken, we recommend that the City:
a)

Work collaboratively at the Senior Leadership level and consider promoting and
measuring the sharing of resources between functions to support productivity and
promote learning across the City. Note: this recommendation has not been duplicated
throughout.

b)

Conduct a post COVID survey with the City’s Library customers to understand what
services offered during COVID to customers would like to retain.
Furthermore, the City should review the success of changes made to event hosting to
consider if these should be retained.

Review the financial impact of offering free hall and community room hire to the City,
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Introduction

The key changes that the City’s ‘City Operations’ portfolio made through
COVID-19 included:
Permanent
• Opportunities to continue
initiatives which enable staff to
experience and support other
business areas are being
considered

Key risks associated with these changes that will continue to require
ongoing focus or action include:

Commentary
More generally, it appeared that City Operations management:
•

Considered implications of working from home for employees and also contractors (if the
City ceased certain activities). As well as impact to staffing if someone contracted COVID
e.g. how would the City backfill such as drawing on other sub-contractors.

•

Focused on ascertaining what was considered an ‘essential service’ that would need to be
undertaken and potential approach in terms of service delivery, including options for
contractors to adapt to constrained operating environment.

•

Acknowledges that portfolio was not impacted as much as other areas such as Library and
Community Services which had to close down facilities.

•

Took opportunities to bring forward maintenance activity following closure of a number of
Council facilities (along with some construction activity but predominately maintenance).
This didn’t require any additional approvals as this was already authorised in the approved
Council Budget i.e. brought forward within the current year not from future years.

•

Commenced documenting and updating the City’s Emergency Plan (in progress).

• Loss of corporate knowledge
(including COVID-19 learnings)
with staff turnover

Key Recommendations
Having regard to the work undertaken, we recommend that the City:
a)

Clearly articulate the criteria, decision-process and approvals required in determining
which services are considered essential vs. non-essential. This should also give
consideration to different time horizons.

b)

Document contingency plans for facilities that were highlighted to be of potential
concern during COVID-19 and include these learnings in the BCP e.g. if closure of Shoal
Bay Waste Transfer Station had been required.
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The limited restrictions imposed in the NT meant that City Operations didn’t get to the point
of operations being significantly impacted and therefore could not assess the full impact of
working from home for employees.

Key Risks:

• WHS risks (associated with
changes to roles and
responsibilities if insufficient
training)

Strategic Risk impacts

City Operations: including the Civil Works team and the development project
officers.

Key Changes:

Temporary
• Changes to staffing models
including finding work for staff
that couldn’t fulfil normal duties
(e.g. using of staff from other
areas to conduct tree audits)
• Contract Management was
elevated from a Team Leader to
Manager level during COVID to
ensure central point of contact
and consistency in
communications to contractors.

COVID-19 Process Changes
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3.0 COVID-19 Process Changes
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Executive Summary

Introduction

The key changes that the City’s ‘Communications’ portfolio made through
COVID-19 included:

Appendices

Permanent
• Business area access granted to
social media and other platforms
to host virtual events is likely to
be maintained.
• Opportunities to continue
initiatives which enable staff to
experience and support other
business areas are being
considered.

Commentary
More generally, it appeared that the Communications team and management:
•

Appropriately had two different focuses - internal communications and external
communications designed to support businesses and the community. There was a
significant increase in virtual communications.

•

Was mindful of striking a balance of informing the community and making sure that
communications developed by the City were not considered to be directly providing
Health ‘advice’.

•

Outsourced some communications activity to an external agency, particularly around
communications associated with COVID-19 changes.

•

Maintained processes relating to business area requests for Communication support
including approval processes.

•

Developed a COVID-19 Communications Plan to provide a framework for communications
activity during the period.

The City has restored these services back to pre-COVID:
•

Key Risks:
Key risks associated with these changes that will continue to require
ongoing focus or action include:
• Distribution of information
which is inconsistent with
other Government directives
• Accessibility of information by
community members

Strategic Risk impacts

Communications: communications, including social media and other digital formats.

Key Changes:

Temporary
• Paid promotion/advertisements
such as half-page spread to
support businesses and the
community. E.g. highlighting
those that were open, providing
contactless delivery etc.
• Temporary redeployment of staff
to support with other core
activities e.g. publications.
• Increased visibility of Media
Releases for all staff which has
increased awareness.
• Staff provided with laptops to
assist with flexibility required
given operating environment.
• ELT access to Facebook page.

COVID-19 Process Changes

• Loss of corporate knowledge
(including COVID-19 learnings
due to staff turnover)
• Inappropriate social media use

For a period during COVID-19, the Communications team were responding to email
queries received from the public through the customer service channels. In consultation
with relevant business areas and staff, consistent and accurate information was provided
to the public. This has reverted to Customer Service responding to all queries.

Key Recommendations
Having regard to the work undertaken, we recommend that the City:
a)

Consider how the COVID-19 Communications Plan which was developed could provide a
template for other business continuity and/or emergency events. This includes
articulation of hand-off points with other Government agencies.

Continue to mature digital platforms (e.g. social media) and consider communication
channels which have been beneficial during COVID-19 (or should be maintained for
accessibility reasons) to support timely and efficient dissemination of information.
©2021 KPMG, an Australian partnership and a member firm of the KPMG global organisation of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
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Strategic Risk impacts

Appendices

Information Technology & Records: IT infrastructure/hardware, enterprise software
(or connection to as most moved to the Cloud), telecommunications and records.

Key Changes:
The key changes that the City’s ‘Information Technology & Records’
portfolio made through COVID-19 included:
Temporary
• Temporary redeployment of staff
to Records Management to
assist with clean-up of records
previously stored on the server
• Records Management staff
working from home for a period
• Support other business areas
that moved to working from
home (e.g. Rangers)
• Repurposes screens from IT
refresh for those working from
home

COVID-19 Process Changes

Permanent
• Continue transition to Cloud
• Retention of “Zoom” meeting
rooms
• Customer Service began to
manage the
‘Palmerston@Palmerston’
mailbox and delegate emails to
the relevant areas within the City
• Increased use of Microsoft
Teams and other technology
with file sharing capability
• Changes in VPN to enhance
offsite working (change brought
forward due to COVID-19)

Commentary
More generally, Information Technology and Records team and management:
•

Expedited some changes which were already planned including change of delegation of
incoming email recorded by Customer Services and document storage moved to Cloud.

•

Strong IT frameworks in place meant the City was well prepared and had the capacity to
support users during the COVID-19 period. IT upgrades, such as increasing bandwidth and
moving of applications to the cloud was done prior to COVID-19 which would help support
staff if there was a need to work from home.

•

Continued service delivery contracts relating to hardware and software support continued
as normal during this period.

•

Received fairly similar number and type of queries to the Helpdesk (noting very limited
number of staff that worked from home).

•

Highlighted concerns regarding lack of Business Continuity Plans, Business Impact
Assessment across the City and IT Disaster Recovery Plan.

Key Recommendations
Key Risks:

Having regard to the work undertaken, we recommend that the City:

Key risks associated with these changes that will continue to require
ongoing focus or action include:
• Documents not being saved in
the Document Management
System (i.e. saved in Teams)
• Implications for Freedom of
Information (discovery of doc.)

• IT security incl. privacy and
information security and Business
Continuity
• Inability to restore structure of MS
Teams (for individual documents)

a)

Formalise a process regarding sharing of documents via MS Teams and other file sharing
platforms.

b)

Consideration of providing SIM cards with laptops issued to facilitate working from home
in the event of another emergency event/ crisis.

c)

Formalise Business Continuity Plans across the City including interdependencies
between different business areas and ascertain whether there is a need to ensure a
holistic approach is being taken in conjunction with other initiatives underway including
those associated with Emergency Management.

©2021 KPMG, an Australian partnership and a member firm of the KPMG global organisation of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
The KPMG name and logo are trademarks used under license by the independent member firms of the KPMG global organisation.
Document Classification: KPMG Confidential

10

3.0 COVID-19 Process Changes
Table of Contents

Executive Summary

Introduction

The key changes that the City’s ‘Finance’ portfolio made through COVID19 included:
Temporary (continued)
• ‘Support local in Palmerston’
program implemented for the
month of April 2020
• Sharing of resources from other
areas of the City
• No rate increase for FY 20-21
Permanent
• Free services offered by the City
to determine those which may
be retained

Commentary
More generally, the Finance team and management:
•

Agility driven by Executive and Senior leadership ensured informed and timely decisions
were made to support the City and its customers during this time, e.g. change in supplier
payment terms.

•

Communicated with and informed customers of the City of relevant changes e.g. rate
payment relief via monthly statements. Free services offered by the Council were also
communicated via the central Communications team through social media, the local
newspaper and the City’s website..

•

Have needed to actively manage and consider finance strategies as a result of low returns
on investments due to impacts of COVID-19 and implications for forecasted income,
which will also impact the long term financial plan of the City.

•

Been required to do multiple iterations of the Budget for the following year given the
timing at the height of COVID-19. This increased workload was supported by staff
redeployment from other business areas which provided beneficial in terms of insights.

•

Indicated that there had not been any significant changes in relation to processes
associated with accounts receivable, payroll and reporting.

•

Key risks associated with these changes that will continue to require
ongoing focus or action include:
• Moral/ethical challenges relating
to changes in financial hardship
provisions

Policies and process relating to collection of rates including debt recovery processes .

Key Recommendations
Having regard to the work undertaken, we recommend that the City:
a)

Revisit the City’s Investment Policy to determine if the policy needs to be revised to
support future investment decisions and returns.

b)

Review team needs to ensure relevant Finance staff have laptops to facilitate agile
working for future emergency and/or crisis events.

©2021 KPMG, an Australian partnership and a member firm of the KPMG global organisation of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
The KPMG name and logo are trademarks used under license by the independent member firms of the KPMG global organisation.
Document Classification: KPMG Confidential

Appendices

The City has restored these services back to pre-COVID

Key Risks:

• Adequate cash flow and impacts
on long term financial plan
• Lack of clarity regarding whether
‘emergency’ delegations valid

Strategic Risk impacts

Finance: Rates, Accounts payable / receivable, payroll, reporting, investments and
budgets.

Key Changes:

Temporary
• Rates payment relief / hardship
relief provided to individuals and
businesses (extended until June
2021 for commercial ratepayers)
• Debt recovery process paused
from March to June 2020
• Supplier payment days reduced
from 28 days to 14 days
• Cash at bank increased to allow
for shorter payment terms to
suppliers
• Free parking, swimming and hall
hire offered in the City
• Customers offered opportunity
of refund for Rates paid in
advance

COVID-19 Process Changes
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The key changes that the City’s ‘People and Customer’ portfolio made
through COVID-19 included:
Permanent
• Social distancing and related
protocols (until the end of
COVID)
• Retention and dissemination of
the Work from Home Policy
introduced during COVID to all
staff
• All payment services offered at
the City are now offered at the
Library, such as rate payments,
payment of dog registration, etc

Key risks associated with these changes that will continue to require
ongoing focus or action include:

Commentary
More generally, it appeared that the People and Customer team and management:
•

Continued to manage existing recruitment activities and campaigns as directed by the
CEO (interviews held via ‘Zoom’). Recruitment timeframes and applicant numbers were
impacted by COVID-19.

•

Work collaboratively with business areas to temporarily redeploy staff whose roles were
impacted by changes to service delivery as a result of COVID-19 restrictions. Where staff
were temporarily redeployed, Annual Performance Plans were updated accordingly.

•

Acknowledged the need for a more efficient Learning Management System noting current
system limitations. COVID-19 resulted in training facilitated by external service providers
being cancelled. Virtual and on-demand training were available in some circumstances
(noting existing LMS has limited library).

•

Commenced work on processes to support a Work from Home Policy including Working
from Home Self-Assessment Checklist – working from home was managed by each team.

• Implication of staff turnover on
City operations
• Loss of corporate knowledge
(including COVID-19 learnings)

•

Recommenced negotiation and updates to the Enterprise Agreement.

•

Recruitment activity has largely returned to normal with increases in applicant numbers
now the majority of border restrictions have been lifted.

Key Recommendations
Having regard to the work undertaken, we recommend that the City:
a)

Review and update Customer Service Manuals on an annual basis and incorporate
business improvements (noting that COVID highlighted issues with the currency).

b)

Formalise checklists and guidance which support a Work from Home Policy and ensure
appropriate communication to all staff.

c)

Progress with work that would enable an enterprise view of skills, capabilities and
certifications/qualifications to inform decision processes in emergency/crisis event.
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The City has restored these services back to pre-COVID

Key Risks:

• Ability to attract/retain staff
• Compliance with changing NTG
and other requirements relating
to COVID
• Safety of customers and staff

Strategic Risk impacts

People and Customer: Human Resources, Learning and Development, Customer
Services and queries.

Key Changes:

Temporary
• Delays in recruitment processes
and focus on priority roles
• Interviews conducted via ‘Zoom’
• Updates to Enterprise
Agreement were paused
• Temporary redeployment of
personnel (where services
impacted)
• Training facilitated by external
providers cancelled
• COVID Leave Policy – additional
three weeks if exhausted other
leave options
• Closure of Customer Services at
main City building
• Updates to Customer Service
Manuals for interim processes

COVID-19 Process Changes
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Regulatory Services: manages the regulatory services operations of Council
including parking, by-laws and animal control.

Key Changes:
The key changes that the City’s ‘Regulatory Services’ portfolio made
through COVID-19 included:
Temporary
• Changes to fleet, availability of
single car (so increased fleet)
and replacement of old one for
Rangers
• Work from home arrangements
were put in place e.g. one
Ranger working from home and
one in the office
• Introduction of free parking until
July 2021 resulted in cessation
of patrols/issuing infringements

COVID-19 Process Changes

Permanent
• Social distancing and measures
to prevent the potential spread
of COVID-19 e.g. hand sanitiser
have been implemented at the
Pound and will remain for the
foreseeable future.

Commentary
More generally, it appeared that Regulatory Services team management:
•

Introduced changes that were centred around infection control and reducing potential
transmission of COVID-19. For example, changes to the fleet model which enabled
Rangers to access dedicated vehicles (which were subsequently cleaned).

•

In conjunction with stakeholders across the business who were around during height of
COVID-19 have highlighted the challenges around animal control (‘impounding’ animals).
This was largely due to the fact fees weren’t waived but facilities were closed. Resulted
in having to have a cashier available to take payment even though building closed.

The City has restored these services back to pre-COVID
•

Fleet operating model for Rangers has revered to practice where vehicles are assigned to
different Rangers who ‘share’ the vehicle.

•

Returned to standard working arrangements in terms of location of work.

Key Recommendations
Having regard to the work undertaken, we recommend that the City:

Key Risks:
Key risks associated with these changes that will continue to require
ongoing focus or action include:
• WHS protocols including PPE
requirements for staff and
third-parties (e.g. cleaners
Pound, interacting with
animals) are not adequate

• Implication of staff turnover on
City operations
• Loss of corporate knowledge
(including COVID-19 learnings)

a)

Continue to explore options relating to payment types (moving to online payments) and
third-party release hours which would enable more flexibility and ability to manage
attendance of community members on-site at the Pound.

b)

Implement formal Emergency Management/Business Resilience type plans for the
Pound ensuring staff have access to such documents.
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The key changes that the City’s ‘City Sustainability’ portfolio made through
COVID-19 included:
Permanent
• Implementation of CCTV
cameras over certain points at
waste transfer facility
• Introduced online form for
requesting new bins/missed bins
• Increased cleaning of playground
equipment (maintain for
foreseeable future)
• Conversion of Maurice Terrace
temporary park to a permanent
dog park

More generally, City Sustainability team management:
•

Devoted significant attention to managing implication of COVID-19 on critical services,
predominately those relating to waste (kerbside and transfer stations).

•

Focussed on managing the significant increase in numbers attending the waste transfer
station (estimates of typical average of 500-700 increasing to 1,200+).

•

Social distancing measures which were required to be implemented at the waste transfer
station did result in aggressive behaviour by some members of the community
contributing to reasoning for implementation of permanent CCTV.

•

Has had to defer some activities relating to sustainability strategies, including waste
education to be facilitated by KESAB which was originally scheduled for February/March
(proceeded in October/November but format wasn’t as originally intended).

The City has largely restored these services back to pre-COVID

Key risks associated with these changes that will continue to require
ongoing focus or action include:

•

Number of visits to the waste transfer station have started to return to normal, an
estimated 300+ on a weekday and 600+ on a weekend.

•

Parks and other community areas are largely open, close linkage with City Operations.

•

Renewed focus on sustainability initiatives including irrigation and opportunity to improve
practices, trends in energy and water usage to identify ‘pinch points’ and areas for focus.

• City does not prioritise
sustainability initiatives which
build resilience

Key Recommendations
Having regard to the work undertaken, we recommend that the City
a)

Consider documenting a formal lessons learned given waste management was an area
significantly impacted as a result of COVID-19. Particular consideration should be given to
increased volume, management of community on-site, traffic management associated
with the access road and health and safety implications for staff, contractors and
community. It is envisaged learnings should feed into the City’s plans to reconfigure the
site and finalise business continuity plans.
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Commentary

Key Risks:

• Health and safety of staff and
contractors
• Health and safety of
community

Strategic Risk impacts

City Sustainability: responsibility for waste management, planning, depot
operations, and open spaces as well as environmental sustainability.

Key Changes:

Temporary
• Increased kerbside waste
collections
• Hired additional contractors to
clean out the transfer station
• Social distancing at waste
transfer station (one car)
• Temporary redeployment of
library staff for verge
improvements in older suburbs
• Restricted access to
parks/playgrounds (temporary
fencing/signage in conjunction
with City Operations)
• Introduction of two temporary
dog parks

COVID-19 Process Changes
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Every change brings some level of risk which may address some of the City’s strategic risks. As a number of changes were introduced during COVID-19, we note the following impact on
the City’s strategic risks (refer to Appendix 1 for the strategic risks of the City).
Risk

Controls Impacted

1. Be trusted as a Council

•
•

Stakeholder relationship
management
Clear & transparent
information sharing

Description of key changes
•

•

•

•

2. Be sustainable into the long term

•

Long term financial plan
(rolling plan)

•
•
•

3. Attract, value, retain & develop
right people with desired culture

•
•

Organisational
Development
HR Policy Framework

•
•

Comment

Media releases from the City in relation
to COVID-19 changes were shared
internally with staff so that they were
aware of what was shared publicly
Frequent communication by the central
communications team to stakeholders
via social media and other platforms on
precautions the City had taken during
COVID-19
Rate relief provided to customers during
times of hardship caused by the
pandemic and providing a one of refunds
of advanced rate payments to customers
Closure of recreational areas, public
facilities and increased sanitation and
social distancing introduced

•

Free parking, swimming, hall hire offered
to customers until July 2021
Change of payment terms from 28 days
to 14 days for local businesses
Increased cash at bank to support
payments to local suppliers

•

Cross sharing of staff across a number
of areas within the City
Introduction of a Work From Home
(WFH) policy

•

•

•

Further recommendations

Internal sharing of these media
releases with staff was well
received and demonstrated open
and transparent communication
supporting trust between staff
and leadership of the City
Frequent and timely
communication to all stakeholders
of changes implemented by City
in relation to COVID-19
demonstrated trust and good
stakeholder management
A refund of advanced payments
to customers demonstrated trust
and reliability as not all councils
would have done this

•

Offering these free services
would support strategic risks 1, 5
and 7, however, would have a
negative impact on the financial
plan of the City.

•

Cross sharing of staff between
different areas within the City to
ensure utilisation was well
received and promoted learning
and development for employees
across the City

•

•

•

•

Continue sharing media releases
internally with staff to increase
awareness and maintain trust
Ongoing open communication
should continue with all
stakeholders as the pandemic is
not yet over

Revise the long term financial
plan of City taking into
consideration all impacts of
COVID (in progress)
Revisit the City’s Investment
Policy to determine if the policy
needs to be revised to support
future investment decisions and
returns
Consider incorporating crosssharing of staff into the standard
operations of the City to increase
utilisation of staff and promote
learning across the City
WFH policy should be widely
accepted and adopted by all
levels of leadership
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Risk

Controls Impacted

5. Make informed and timely
decisions

•

Delegations framework

Introduction

Description of key changes
•

7. Agile to respond to opportunities

•

8. Effectively develop relationships
and manage expectations of relevant
parties

•

Community Communications

COVID-19 Process Changes

•

•

Strategic Risk impacts

Comment

Two emergency delegation was
provided to the CEO in response to
COVID-19, these being ‘power to
determine opening times of the
Council’s offices/facilities and library
and ‘power to cancel or amend
programs, service levels and events’
The City made a number of changes
as noted in section 3 of this report.
Changes were made on daily basis
in response to the pandemic

•

In response to COVID-19 the City
offices, library, recreational facilities
were all closed for a 6-8 week
period. The community was
informed of the closure via various
media platforms of the closure, and
provided with alternate methods to
access Council services (e.g. online
services introduced, queries
resolved via phone/email, etc.)
Ongoing changes were also
communicated to elected members
via daily briefs

•

•

•

•

Appendices
Further recommendations

Providing such delegation to the
CEO allowed for timely decisions
to be made in response to
COVID-19 and also demonstrated
agility to respond in uncertain
times (noting the CE had not
used the Delegation to date)
Responding in timely manner to
daily events demonstrated agility
of staff within the City

•

Changes in response to the
pandemic should be reviewed for
incorporation into business
continuity plans and emergency
management plans

Responding in a quick and
responsible manner to close
these facilities resulted in
increased phone calls and emails
for the City. The City
communicated to all relevant
parties via its social media
platforms, website and news
publications it’s alternate
operating arrangements
Daily / frequent emails was sent
to staff to keep them updated of
ongoing changes within the City
and brief team meetings held
where required to address
questions
Furthermore, SLT members had
provided daily changes for
inclusion in the briefs sent to
elected members

•

Ongoing communication to
customers and staff is still
required as the pandemic is not
yet over and COVID-19 measures
should be still be adhered to, e.g.
social distancing, practicing good
hygiene, etc.
COVID-19 plans implemented
should be reviewed to ensure
compliance with this plan

•
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Risk

Controls Impacted

9. Appropriately respond to material
events impacting business continuity

•

•

•
•
•
•

Data System for emergency
management, communications
and information
Media Policy /
Communications subject
matter expertise
HR Policies e.g. WFH
Guardian (Incident
Management System)
IT Security Framework
(including cyber)
Business Continuity Plans
(BCPs)

Introduction

COVID-19 Process Changes

Description of key changes
•
•
•
•

•

Transfer of IT systems to the cloud
(commenced pre-COVID)
Implementation of a WFH policy in
response to the pandemic
Changes in VPN to enhance working
from home
Regular communications to staff and
external stakeholders via various
platforms
All changes noted throughout this
report was as a result to the COVID19 pandemic

Strategic Risk impacts

Comment
•

•

•

Transferring of IT systems to the
cloud allowed for the
implementation and adoption of a
WFH policy. WFH policy would be
challenging if systems were not
cloud based
Providing relevant staff with
laptops also facilitated working
from home
All changes noted throughout this
report was made in the absence
of BCPs or Emergency Response
Plan. Having no formalised plans
in place put the City at risk,
additional pressure on the
leadership team to provide
guidance and support to all levels
of staff.

Appendices
Further recommendations
•
•

•

•

•

Continue migration of remaining
IT systems to the cloud
Actions and scenario planning
documented should be
considered for incorporation into
BCPs / Emergency Plans
A plan should be formalised to
create BCPs across the City as
soon as possible
Changes and actions taken during
the COVID-19 pandemic should
be reflected upon and
incorporated into the BCPs
Scenario testing can be achieved
in quieter months at the City (e.g.
stress testing large teams to work
from home, IT capability, etc)
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Executive Summary

Be trusted as a Council

Introduction

2

COVID-19 Process Changes

3
Be sustainable
into the long term

Attract, value, retain & develop right
people with desired culture

With the public function of the City it is
critical to ensure the Council act in a way
that earns credibility and trust by the
majority of those within and external (eg
Ratepayers, NT Government and DIPL) to
the Council.

The governing of the City of Palmerston
requires integrated strategic and financial
planning to ensure long term financial,
social and environmental sustainability
and achievement of Council’s vision over
the long term.

With the functions of the City still being
resource intensive, the potential impacts
of disruption (technology, climate change
etc), it is critical to ensure there is the right
people at the right time and place with the
right skills, operating consistently in
accordance with the desired culture of
Collaboration, Accountability, Respect and
Valued

Primary Controls:
1. On-boarding (Staff and Elected
Members)
2. Public Consultation Policy (Elected
Members and Council Administration)
3. Publicly available planning documents
4. Rating Strategy and Policy
5. Stakeholder relationship management
6. Clear & transparent information sharing
and reporting framework
7. Complaints handling policies and
procedures
8. Freedom of Information procedure

Primary Controls:
1. Ten year long term financial plan
(rolling plan)
2. Municipal Plan
3. Long term asset plan
4. Community Plan
5. Asset Management Plans (Pathways,
Transport - Roads, Stormwater
Drainage)
6. Reserve Policy

Primary Controls:
1. Culture Framework including surveys
(internal)
2. Organisational Development (structure
review & implementation) ongoing
3. HR Policy Framework including Code
of Conduct
4. Training and development budget
5. Employer of Choice Program
6. Capability Framework (in progress)
7. Cultural Transformation Program
(values, client centric, customer
experience, empowerment, sharing) (in
progress)

Secondary Controls:
a. Culture Framework including surveys
(internal)
b. Cultural Transformation Program
(values, client centric, customer
experience, empowerment, sharing) (in
progress)
c. Customer service standards review (in
progress)
d. Community satisfaction survey
e. Committee structure

Secondary Controls:
a. Rating Strategy and Policy

Secondary Controls:
a. Employee assistance program
b. Position descriptions
c. Annual performance / development
reviews

Strategic Risk impacts

4

Effectively design & implement
governance practices

Strong, yet fit for purpose, foundations to
hold the Council and Administration to
account with clear and transparent
performance reporting and Monitoring.

Primary Controls:
1. Governance Policy Framework and
review schedule
2. Council meetings
3. Committee Structure: Risk
Management and Audit Committee.
4. Open & Public Reporting and
Consultation
5. Community Advisory
Committees/Networks
6. Strategic Risk Framework
Secondary Controls:
a. Internal Audit/External Audit
b. Executive Leadership Team (ELT)
meetings & accountability
c. Senior Leadership Team (SLT)
meetings
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5

Make informed and
timely decisions

Ensuring the Council and
Administration with decision making
delegation have access to the right
information, at the right time as
context to making its decisions on a
timely basis.

Primary Controls:
1. Reporting protocols.
2. Decision papers
3. Delegations framework
4. Policy Framework
5. Casting Vote Policy
6. Legislative requirements –
compliance (reporting)
7. On-boarding of new Council
members and ongoing
professional development

Executive Summary

6

Deliver the strategic
vision for the City

Ensuring a vision is enduring and clear
to all relevant stakeholders, guiding
future decision making, delivered
effectively and efficiently, and that
progress is measurable and celebrated.

Primary Controls:
1. Publicly available planning
documents
2. Community Advisory
Committees/Networks
3. Performance Reporting Framework
– Internal and External
4. Quarterly reporting from each
directorate
5. Operational Structure and Capability
(Organisation Knowledge – Create
and Deliver)
6. Municipal Plan and budget delivery
7. Ten year long term financial plan
(rolling plan)
Secondary Controls:
a. Rating Strategy and Policy
b. Asset Management Plans
c. Palmerston Economic Development
Plan (in progress)

Introduction

7

COVID-19 Process Changes

Agile to respond
to opportunities

8

Strategic Risk impacts

Effectively develop relationships
and manage expectations
of relevant parties

With the functions of the City still being
resource intensive, the potential impacts
of disruption (technology, climate
change etc), it is critical to ensure there
is the right people at the right time and
place with the right skills, operating
consistently in accordance with the
desired culture of Collaboration,
Accountability, Respect and Valued.

Engagement and communication with
stakeholders (internal and external to
the Council).

Primary Controls:
1. Palmerston Economic Development
Plan (in progress)
2. Community Plan
3. Shelf Ready Projects/ Pr6jects
delivery
4. TOPROC / Regional and Intergovernmental Collaboration
5. Org development and culture
6. Delegations Framework
7. Reserve Policy

Primary Controls:
1. TOPROC / Regional and Intergovernmental Collaboration
2. Culture Framework including
surveys (internal)
3. Community Advisory
Committees/Networks
4. Customer satisfaction survey
5. Community Communications
6. KPIs
7. Complaints handling policies and
procedures
8. Cultural Transformation Program
(values, client centric, customer
experience, empowerment,
sharing) (in progress)

Secondary Controls:
a. Municipal Plan and budget delivery
b. Ten year long term financial plan
(rolling plan)

Appendices

9

Strong frameworks in place for the
City to:
understand its key role in whole of
NT response
respond to and recover from both
internal (eg IT event, fraud,
misconduct) or external (eg
Cyclone, Cyber attack, major media
exposure, Pandemic) event.

Primary Controls:
1. Data System for emergency
management, communications
and information
2. Cyclone Management Plan
3. Knowledge of NTG Disaster
Recovery and the role of City of
Palmerston
4. Business Continuity Plans
5. Insurance
Secondary Controls:
a. Media Policy / Communications
subject matter expertise
b. HR Policies e.g WFH
c. Guardian (Incident Management
System)
d. IT Security Framework
(including cyber)

©2021 KPMG, an Australian partnership and a member firm of the KPMG global organisation of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved.
The KPMG name and logo are trademarks used under license by the independent member firms of the KPMG global organisation.
Document Classification: KPMG Confidential

Appropriately respond to
material events impacting
business continuity

19

Appendix 2 – Staff consultation
Table of Contents

Executive Summary

Introduction

COVID-19 Process Changes

Strategic Risk impacts

Appendices

The tables below summarises City of Palmerston personnel who were involved in discussions and contributed to the observations documented in this report.

Stakeholder consultation
Name

Title

Anna Ingram

Executive Manager Library & Community

Alex Douglas

City Operations
(Replacement for Travis Jolly, City Operations Manager)

Christine Joyce

Communications Manager

Mark Bradbury

A/g IT Manager

Maxie Smith

Finance Manager

Mandy Thomas

People and Customer Manager

Jocelyn Cull

Regulatory Services Manager

Katie O’Neill

City Sustainability Manager

Brooke Prince

Accountant, Finance

Silke Maynard

Director Organisational services

Amelia Vellar

Deputy CEO & Director of Lifestyle & community

Nadine Nilon

Director City Growth & Operations

Luccio Cercarelli

Chief Executive Officer
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Local Government Transformation insights
Across May and June 2020, KPMG conducted the Local Government Transformation series in partnership with the Public Sector Network. The events spanned capital cities across
Australia and New Zealand and focussed on digital, leadership and customer-centric transformation for local councils. Through this series, KPMG identified key insights across the areas
of changes to transformation programs, gaps and opportunities highlighted from COVID-19 and current challenges which have been summarised below.
What gaps or areas of opportunity did COVID-19 highlight in your operations?

In a post COVID-19 world, what are your top
three focus areas for your ongoing program?

Business models
and processes

12%

Security and
system access

1%

Remote working

28%

Systems and
associated integration

16%

Increase efficiency and cost effectiveness 24%

New operating
environment

11%

Lack of targeted
customer engagement

8%

Availability and integration of data to inform
decision making 21%

Revenue andcosts

4%

Skills and workforce

12%

What impact has COVID-19 had on your priority and plans for transformation?
1%

Improving customer experience 26%

Digitising transactions 21%

What challenges are you facing in your customer and technology activities?

8%

11%

46%

8%

Difficulty presenting
case for change

21%

Lack of clear organisational
leadership and sponsorship

20%

Sourcing necessary
funding

23%

Availability of resources

4%

Councillor buy in and
support

24%

Capability of available
resources

Brought forward the priority 46%
Need to change the scope and structure 25%
Delayed by greater than 6 months 11%
Postponed indefinitely 1%
No change 8%
25%
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Modernising the LG Workforce: Managing and leading in a flexible work environment is now a key priority

Key themes in planning for the workforce of the future

The need to manage a flexible workforce will be key for the future and modernisation of the
Local Government workforce, and will require specific considerations and approaches. The
following diagram outlines six interrelated factors that are crucial for leaders, teams and individuals
to sustain a high level of performance in virtual environments and during times of disruption and
uncertainty:

The City, like many other councils and other sectors are entering a new era
where the traditional way of performing work is being disrupted and forcing
organisations to think outside the box, and reinvent how they plan their
workforce for the future. This includes a move from ‘Strategic Workforce
Planning’ to ‘Workforce Shaping’, which includes the following key themes:

Clarity of expectations
Are people clear about the way they
need to work under remote working
arrangements, and what they need
to deliver and when?

Capacity and capability
to deliver to the
standards required

Motivation to sustain and
meet the expectations

Support within the team
and for the individual
Do people have support from
other team members to
complete the work required
of them?

Appropriate infrastructure to
underpin performance

Emphasising a culture for change through traits like agility,
collaboration and innovation.

•

Focussing on cohesive digital transformation across HR, one
that supports human and digital labour.

•

Upskilling the workforce and ensuring they have the right
capabilities to work in the future-state environment.

•

Physical and mental wellbeing, especially in a COVID-19
defined new era where productivity and employee experience are
paramount.

•

Customer centricity continues to drive alignment across the
front, middle and back office.

•

Focusing on employee experience and the employee value
proposition to be competitive in the war for talent, and fit for
cross generational workforces.

•

Embracing data and analytics capabilities to shape and
manage a workforce that is fit for an ever-changing future.

•

Performance improvements for the workforce to help improve
sustainable cost control and innovation for the City.

Evaluation of actual
performance

Have you established a regular
conversation with every
individual to discuss and provide
feedback on performance
against expectations (not just
exchanging e-mails on specific
tasks or outputs)?

Do people have sufficient
balance between direction
and autonomy within the
context of remote working,
and how is this being
monitored?

•

Are people clear about the way
they need to work under
remote working arrangements,
and what they need to deliver
and when?

Do leaders, teams and staff have access
to systems, platforms and technology to
support remote working?
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TECHNOLOGY INSIGHTS
As COVID-19 causes major disruptions and impacts to businesses across
Australia, most organisations transitioned to remote working arrangements
to support business continuity. In parallel however, there has been
increased activity from cyber criminals to target organisations as internal
controls are bypassed / relaxed during this new working state.
IT Departments are under significant pressure to support this alternate
working environment and are reacting daily to unplanned events and
requests from the business, many of which bring added risks and threats to
an already complex event.

COVID-19 Process Changes

•
•

•

•

•

The deployment of tools and technology and procurement of software
(e.g. SAAS solutions) and hardware (e.g. monitors, laptop peripherals)
which may not be aligned to organisation security standards.
Unplanned changes being deployed, often through the emergency
change process to expedite the release.
Increased frequency of access permission changes and granting of
some temporary elevated access to support unplanned processes. This
may increase data loss and / or privacy risks.
Employees working in ways that may compromise data protection
standards and regulations (e.g. printing sensitive data, forwarding
company data to personal email).
Small changes, such as replacing physical signatures with digital
signatures, creating cultural challenges and increasing the risk of control
failure without appropriate safeguards in place.
Organisations looking for systematic ways to execute manual controls
that cannot be performed remotely.

Due to the current climate, IT teams are heavily focussed on providing
system availability and supporting remote work environments. In line with
this, some audit activity is being de-prioritised. With less assurance being
given to control execution and security, this may increase an organisation’s
operational and financial risk exposures and ultimately result in greater
impacts to the business.

Run the Business: Due to changed operating conditions, traditional business processes may
need to be revised. It is important to establish IT audit services over existing and newly
introduced Business as Usual (BAU) elements, and confirm that they are operating effectively
and within the organisation’s risk appetite. For example:

Critical IT
Controls

Revised /
New IT
Controls

During this time of change and disruption, it is important that organisations don’t take their
eyes off important activities and critical IT controls.
• Test critical controls to confirm that they are still operating effectively (user access,
patching, Segregation of Duties etc.).
• Review privileged user controls, segregation of duties and audit logs to support effective
remote working arrangements.
• Ensure patching and critical updates are still being applied.
With new ways of working, increased remote working, limited physical access to people and
resources, there is likely new controls, or increased need to bypass or disable previously
relied upon controls.
• Ensure adequate assurance is provided over new, changed or relaxed IT controls.
• Review change management processes and consider additional risk assessments to
complete changes outside of current BAU practices.

Shadow
IT

Organisations are likely to experience an increased usage of alternate messaging, video and
file sharing apps, and personal emails amongst workers.
• Assess Shadow IT policies and identify technical and behavioural control weaknesses that
could result in the increase of Shadow IT being used and going undetected.

Privacy

Due to remote working arrangements, organisations are likely experiencing an increase in
the sharing of sensitive / personal data across and outside of corporate networks.
• Review privacy controls in place to support a remote working environment.

Cloud

Organisations have increased and fast tracked the use of Cloud based solutions to quickly
meet additional capacity and functionality.
• Assess the design and operating effectiveness of Cloud solutions including vendor
governance, security, IT service management & fulfilment processes.
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The following sections outline some of the unique challenges this uncertain environment
presents to organisational control environments. The considerations are grouped in line with
KPMG’s IT Internal Audit Framework around the priorities of Run, Protect and Change the
business.

Some examples of IT risks stemming from COVID-19 responses include:
•

Strategic Risk impacts
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Protect the Business: With disruptions to BAU activities, it is crucial to ensure pandemic
and customer arrangements in place adequately protect organisational resilience. This should
include reassessing and confirming the effectiveness of currently implemented business
continuity strategies. In addition, with the increase in remote working, connected devices
and criminal activity based on COVID-19 content, it is essential to confirm IT controls
appropriately protect organisations IT environments and information assets. The following
areas should be considered:

Cyber
Security

Pandemic
Response
Review

Post
Incident
Review

With changes in IT environments, more end points being added for remote access,
uncertainty among staff, it is a ripe environment for hackers and critically important to have
IT audit coverage:
• Identify cyber security risks that may have been introduced or heightened due to
changes made for a sustained and extensive remote workforce.
• Review BYOD policies, whitelisting and patching processes as remote working may
lead to additional devices accessing the network and creating more end points and risk
exposure.
• Ensure SIEM alerts are monitored and actioned given the higher false positive rates
with changed network profile.
• Provide a view of readiness to respond to IT Security incidents.
Traditionally crises have required swift action but are short in response timeframe.
However, due to the prolonged disruption caused by COVID-19, these response
approaches will need to be adapted.
• Perform a review of current pandemic and crisis management arrangements including
contingency strategies to confirm their effectiveness in managing medium to long
term disruptions. Should technology support working hours being extended to
accommodate staff regularly working a different standard day (e.g. staff might work
2x4 hour shifts to accommodate school-aged childcare).
• Now that there is a better understanding of what technology procurement worked well
and what didn’t, consider what changes need to be applied in the event additional
technology procurement is needed in a tight timeline.
It is critical to undertake a Post Incident Review of the COVID response. Given the likely
extended timeframe of COVID-19, consider undertaking point in time PIRs throughout the
COVID-19 response to ensure valuable lessons are captured for future improvements and to
inform ongoing enhancements to the current response.
• Undertake a PIR to assess how well the organisation responded, how well it is set up to
manage other crises, and ensure valuable lessons are captured for future improvements.

COVID-19 Process Changes

Strategic Risk impacts

Change the Business: With increasing changes being made to business
processes to accommodate alternate working arrangements due to COVID-19,
specific focus should be placed on conducting deep IT assurance and specialist
services for new technologies and CIO change and transformation activities. In
addition, a number of significant changes and process improvement initiatives
are likely to occur to organisations operating models post COVID-19. The
following sections should be considered as a result of these changes:

Project Health
Check and
Prioritisation

RPA / AI
Review

Due to COVID-19 having a real impact on a number of key programs of
work, organisations have been forced to re-think priorities, original
timeframes for deployment, pause or cancel projects and fast track
others.
• Undertake project health checks to identify risks and issues that may
impact the success of the project or prioritisation of the portfolio of
projects.
Given the constraints presented by COVID-19, organisations are looking to
RPA or AI to streamline operations, reduce costs by automating tasks and
reduce reliance on staff needing to be on site. This innovation comes with
increased risk and it is important to consider the controls approach to
manage this technology effectively and securely.
• Undertake a control or maturity assessment of Robotic Process
Automation (RPA) / Artificial Intelligence (AI) implementation.

As organisations‘ return to new-normal’, careful planning needs to be
undertaken.
• Test various ‘what if’ scenarios to confirm the organisation is well
positioned to respond to additional disruptions including virus
resurgence.
Post
• Confirm financial, legal, operational, people and reputational factors
COVID
have been considered in return to work and resumption of BAU.
Operating
• Identify and confirm immediate activities to be conducted to support
Model
staff returning to work have been addressed.
• Challenge the organisations existing operating model and recognise
arrangements that can be improved / adjusted to support newer ways
of working in future. Also consider impacts of any staff ‘resistance to
return’.
• What follow up assurance is required over relaxed processes /
controls?
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It is important to acknowledge and recognise that this disruption has arrived in the form of a health and economic situation that had all the features of a complex crisis on a global
scale and has changed the way organisations do business, from servicing customers to managing staff. As a result, the requirements of business resilience have evolved and
organisations need to, if they haven’t already, adapt arrangements to appropriately prepare and respond to the dynamic and constantly shifting challenges of the COVID-19 event.
Outlined below are insights drawn from relevant thinking on these topics and also from observations, reflections and learnings from KPMG’s collective expertise.

BCPs needs to be adapted to the longer-term nature of a pandemic event
BCPs are critical to managing short-term disruptions, however BCPs have generally not been designed for an extended disruption response. Below are some key factors
organisations should consider to adapt and evolve BCPs and preparedness against longer-term disruptions:
•

Re-assess the risks and impacts the organisation is exposed to against dynamic disruption scenarios. Business Impact Assessments (BIAs) and BCP actions have been
invaluable in maintaining critical activities, however it is important to revaluate in the context of COVID-19. As we return to work, scenario planning and review of BIAs and
BCPs is important. Consider potential scenarios, such as a W shaped recovery, and apply to the BIA and BCP to revisit critical activities and workarounds for potential longer
time frames, dependencies, critical 3rd parties and supply chain management.

•

Develop individual pandemic specific playbooks to support existing BCPs.

•

Assess the sustainability and feasibility thresholds of existing workaround strategies, and identify longer-term continuity strategies that can be evoked when required when
thresholds are met.

•

Focus efforts on assessing and identifying response strategies to the Loss of Staff disruption scenario, including specific staff responses.

Management of changes to key third party operations is critical to an organisation’s survival and future success
Considering the level of dependence on key third party service provides, organisations need to re-assess and understand the risks and impacts to their operations during the
pandemic event. In particular, consideration should be given to concentration risks by industry-wide third parties or managed service providers. Whilst this has not been a
significant issue for City to date, determining how alternate providers could be sourced, or services/facilities shared across other councils, could become critical. Below are some
key factors organisations should consider in managing third party risks during the pandemic event:
•

Review third party risk assessments based on current context and potential disruption scenarios.

•

Understand the third parties’ ability to meet service level agreements and their pandemic / COVID-19 specific business continuity arrangements in place. In particular, third
parties who are encountering security and capacity issues, as well as the impact of global travel restrictions on managed service providers.

•

Prepare and adapt business processes in response of potential third party service degradation or delays, including impacts to customer experience.

•

Assess the ability to retrieve necessary files or data from third parties (if possible) to mitigate a disruption to the provider.
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Management of staff morale and motivation needs to be adapted to the ‘new normal’ of working arrangements
Staff morale and motivation can be impacted by swift and extreme changes to working arrangements and can cause challenges in maintaining staff engagement and
performance. Whilst to date, the City has had limited staff required to work remotely, below are some key factors organisations should consider to enhance flexible working
practices:
•

Identify all the factors that help and/or hinder performance in a virtual workplace.

•

Rethink the mechanics of work to maintain and sustain motivation and productivity, such as - creating a sense of purpose, encouraging creativity and innovation, driving team
outcomes etc.

•

Identify key components of a working environment that can be replicated and/or evolved to support wellbeing and social cohesion despite physical distance.

•

Identify and implement technology tools to enable remote teams to stay connected and enable collaboration.

Identify and embrace opportunities that will place the organisation in a better position once the crisis subsides
This pandemic disruption has, and will continue to change the way organisations work, interact and serve customers. Below are some key factors and opportunities organisations
should consider to embrace new and future ways of working and changes in customer behaviour:
•

Flexible and remote working arrangements may become the new business-as-usual, which needs to be supported by appropriate – policies, financial resources and technology
capability. Consider how this may change property and technology requirements.

•

Increase focus the resilience of supply chain and third party service providers that support the delivery of critical business processes, including global outsourced or managed
services.

•

Changes to short-term and long-term consumer behaviour, such as increased dependence on digital services.

•

Changes to organisational structure and business operations, including evolved business resilience requirements such as operational resilience.
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Disclaimers
Inherent Limitations

Third Party Reliance

This report has been prepared as outlined in the Scope Section. The services provided
in connection with this engagement comprise an advisory engagement, which is not
subject to assurance or other standards issued by the Australian Auditing and
Assurance Standards Board and, consequently no opinions or conclusions intended to
convey assurance have been expressed.

This report is solely for the purpose set out in the Scope Section and for City of
Palmerston’s information, and is not to be used for any other purpose or distributed to
any other party without KPMG’s prior written consent.

Due to the inherent limitations of any internal control structure, it is possible that
fraud, error or non-compliance with laws and regulations may occur and not be
detected. Further, the internal control structure, within which the control procedures
that have been subject to the procedures we performed operate, has not been
reviewed in its entirety and, therefore, no opinion or view is expressed as to its
effectiveness of the greater internal control structure. The procedures performed were
not designed to detect all weaknesses in control procedures as they are not
performed continuously throughout the period and the tests performed on the control
procedures are on sample basis. Any projection of the evaluation of control procedures
to future periods is subject to the risk that the procedures may become inadequate
because of changes in conditions, or that the degree of compliance with them may
deteriorate.
No warranty of completeness, accuracy or reliability is given in relation to the
statements and representations made by, and the information and documentation
provided by, City of Palmerston management and personnel consulted as part of the
process.
KPMG have indicated within this report the sources of the information provided. We
have not sought to independently verify those sources unless otherwise noted within
the report.

This report has been prepared at the request of City of Palmerston in accordance with
the terms of KPMG’s engagement letter/contract dated 26 March 2018. Other than our
responsibility to City of Palmerston, neither KPMG nor any member or employee of
KPMG undertakes responsibility arising in any way from reliance placed by a third party
on this report. Any reliance placed is that party’s sole responsibility.

Electronic Distribution of Report
This KPMG report was produced solely for the use and benefit of City of Palmerston
and cannot be relied on or distributed, in whole or in part, in any format by any other
party. The report is dated December 2020 and KPMG accepts no liability for and has
not undertaken work in respect of any event subsequent to that date which may affect
the report.
Any redistribution of this report requires the prior written approval of KPMG and in any
event is to be complete and unaltered version of the report and accompanied only by
such other materials as KPMG may agree.
Responsibility for the security of any electronic distribution of this report remains the
responsibility of City of Palmerston and KPMG accepts no liability if the report is or has
been altered in any way by any person.

KPMG is under no obligation in any circumstance to update this report, in either oral or
written form, for events occurring after the report has been issued in final form.
The findings in this report have been formed on the above basis.
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COVID-19 INTERNAL AUDIT
MANAGEMENT RESPONSE

The below table is the Management Response for each recommendation made by KPMG in the COVID-19 Internal Audit, under section 3.0 COVID-19 Process Changes.
Page
Number
7

Council Department

KPMG Recommendation

Associated Strategic Risk

Management Response

Library & Community
Services

Work collaboratively at the Senior Leadership level and
consider promoting and measuring the sharing of resources
between functions to support productivity and promote
learning across the City. Note: this recommendation has not
been duplicated throughout.

Risk 3: Attract, value,
retain & develop right
people with desired
culture

Council is developing a Capability
Framework which will allow to share
resources appropriately across functions.
The option for job experience will be
captured in future development plan
templates, to encourage staff to broaden
skill sets and ensure the agility in
workforce planning.
Internal Control Measure:
Capability Framework and Development
Plan templates to be implemented by 30
June 2021.

7

Library & Community
Services

Conduct a post COVID survey with the City’s Library
customers to understand what services offered during COVID
to customers would like to retain.
Furthermore, the City should review the success of changes
made to event hosting to consider if these should be retained.

Risk 8: Effectively develop
relationships & manage
expectations of relevant
parties

Council has recently surveyed library users
in January 2021 and additionally has the
annual community survey. Adding another
survey will not be feasible. Council will
consider if adding a question to the annual
community survey would be suitable.

7

Library & Community
Services

Review the financial impact of offering free hall and
community room hire to the City, taking into consideration the
utilisation of the facility and impact on community wellbeing.

Risk 2: Be sustainable into
the long term

The review of service delivery is
undertaken annually as part of budget
deliberations and the review of the Long

COVID-19 INTERNAL AUDIT
MANAGEMENT RESPONSE

Page
Number

Council Department

KPMG Recommendation

Associated Strategic Risk

Management Response
Term Financial Plan forecasts based on
Council’s decisions of service delivery.

8

8

9

City Operations

City Operations

Communications

Clearly articulate the criteria, decision-process and approvals
required in determining which services are considered
essential vs. non-essential. This should also give consideration
to different time horizons.

Document contingency plans for facilities that were
highlighted to be of potential concern during COVID-19 and
include these learnings in the BCP e.g., if closure of Shoal Bay
Waste Transfer Station had been required.

Consider how the COVID-19 Communications Plan which was
developed could provide a template for other business
continuity and/or emergency events. This includes articulation
of hand-off points with other Government agencies.

Risk 9: Appropriately
respond to material events
impacting business
continuity

Council will document and include
decision about essential and non-essential
services in the review/development of the
Business Continuity Plan.

Risk 9: Appropriately
respond to material events
impacting business
continuity

Internal Control Measure:
Business
Continuity
Plan
to
be
implemented by 31 May 2021.
Council will document and include specific
contingency considerations for facilities in
the review/development of the Business
Continuity Plan.

Risk 9: Appropriately
respond to material events
impacting business
continuity

Internal Control Measure:
Business
Continuity
Plan
to
be
implemented by 31 May 2021.
Business Continuity Plan development will
identify the required templates. These will
be developed once the Plan has been
finalised.
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9

Council Department

KPMG Recommendation

Associated Strategic Risk

Management Response

Communications

Risk 1: Be trusted as a
Council

We will continue to mature our digital
platforms. The growth in the channels is
reported in quarterly reports to council.

10

Information & Technology

Continue to mature digital platforms (e.g., social media) and
consider communication channels which have been beneficial
during COVID-19 (or should be maintained for accessibility
reasons) to support timely and efficient dissemination of
information.
Formalise a process regarding sharing of documents via MS
Teams and other file sharing platforms.

Risk 4: Effectively design &
implement governance
practices

Council will be reviewing the electronic
storage of information and develop a clear
procedure for staff on the recording of
information in the appropriate Electronic
Document and Records Management
System (EDRMS).

10

10

Information & Technology

Information & Technology

Consideration of providing SIM cards with laptops issued to
facilitate working from home in the event of another
emergency event/crisis.

Formalise Business Continuity Plans across the City including
interdependencies between different business areas and
ascertain whether there is a need to ensure a holistic approach

Risk 9: Appropriately
respond to material events
impacting business
continuity

Risk 9: Appropriately
respond to material events

Internal Control Measure:
Information management review to be
finalised by 31 July 2021.
Council will be reviewing the need for this
measure as part of the ICT Disaster
Recovery Plan. This plan will be further
developed in light of the Business
Continuity Plan, once the scenario
planning of service recovery is identified.
Internal Control Measure:
ICT Disaster Recovery Plan to be finalised
by 31 October 2021.
As mentioned above the development of
an overarching Business Continuity Plan
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Page
Number

Council Department

KPMG Recommendation

Associated Strategic Risk

Management Response

is being taken in conjunction with other initiatives under way
including those associated with Emergency Management.

impacting business
continuity

with an ICT Disaster Recovery plan is
scheduled for Council.

11

Finance

Revisit the City’s Investment Policy to determine if the policy
needs to be revised to support future investment decisions
and returns.

Risk 4: Effectively design &
implement governance
practices

11

Finance

Review team needs to ensure relevant Finance staff have
laptops to facilitate agile working for future emergency and/or
crisis events.

Risk 9: Appropriately
respond to material events
impacting business
continuity

12

People & Customer

Review and update Customer Service Manuals on an annual
basis and incorporate business improvements (noting that
COVID highlighted issues with the currency).

Risk 4: Effectively design &
implement governance
practices

Internal Control Measure:
Business
Continuity
Plan
to
be
implemented by 31 May 2021.
ICT Disaster Recovery Plan to be finalised
by 31 October 2021.
Council is heavily restricted by current
legislation when it comes to investment of
funds. Council’s Investment policy will be
reviewed in line with Council’s policy
review schedule.
Council will be revieing the need for this
measure as part of the ICT Disaster
Recovery Plan. This plan will be developed
after the Business Continuity Plan, once
the scenario planning of service recovery is
identified.
Internal Control Measure:
ICT Disaster Recovery Plan to be finalised
by 31 October 2021.
A register of procedures and manuals is
being created by Council’s Governance
Department to ensure relevant reviews
will be undertaken.
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Page
Number

12

12

13

Council Department

People & Customer

People & Customer

Regulatory Services

KPMG Recommendation

Formalise checklists and guidance which support a Work from
Home Policy and ensure appropriate communication to all
staff.

Progress with work that would enable an enterprise view of
skills, capabilities and certifications/ qualifications to inform
decision processes in emergency/crisis event.

Continue to explore options relating to payment types (moving
to online payments) and third-party release hours which would
enable more flexibility and ability to manage attendance of
community members on-site at the Pound.

Associated Strategic Risk

Risk 4: Effectively design &
implement governance
practices

Risk 3: Attract, value,
retain & develop right
people with desired
culture

Risk 8: Effectively develop
relationships & manage
expectations of relevant
parties

Management Response
Internal Control Measure:
Policy, Procedure and Manuals register to
be finalised by 3o April 2021.
Council is reviewing all relevant HR and
WHS policies.
Internal Control Measure:
All policies to be reviewed by 30 June
2021.
Council is developing a Capability
Framework which will allow to share
resources appropriately across functions.
The option for job experience will be
captured in future development plan
templates, to encourage staff to broaden
skill sets and ensure the agility in
workforce planning.
Internal Control Measure:
Capability Framework and Development
Plan templates to be implemented by 30
June 2021.
Changes of business processes and service
levels are reviewed annually as part of
budget deliberations with Council.
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Page
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KPMG Recommendation

13

Regulatory Services

Implement formal Emergency Management/ Business Risk 9: Appropriately
Resilience type plans for the Pound ensuring staff have respond to material events
impacting business
access to such documents.

14

City Sustainability

Consider documenting a formal lesson learned given waste
management was an area significantly impacted as a result
of COVID-19. Particular consideration should be given to
increased volume, management of community on-site, traffic
management associated with the access road and health and
safety implications for staff, contractors and community. It is
envisaged learnings should feed into the City’s plans to
reconfigure the site and finalise business continuity plans.

Associated Strategic Risk

Management Response

continuity

Council will document and include
considerations of contingencies for the
pound in the review/development of the
Business Continuity Plan.

Risk 9: Appropriately
respond to material events
impacting business
continuity

Internal Control Measure:
Business
Continuity
Plan
to
be
implemented by 31 May 2021.
Council will document existing and include
considerations of contingencies for waste
management in the review/development
of the Business Continuity Plan.
Internal Control Measure:
Business
Continuity
Plan
implemented by 31 May 2021.

to

be
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CITY OF PALMERSTON
Minutes of Risk Management and Audit Committee Meeting
held in Council Chambers
1 Chung Wah Terrace, Civic Plaza, Palmerston
on Tuesday 27 October 2020 at 5:01pm
COMMITTEE MEMBERS

STAFF

GALLERY
1

Iain Summers, Independent Member (Chair)
Mark Blackburn, Independent Member
Steve Bartlett, Independent Member
Mayor Athina Pascoe-Bell
Alderman Amber Garden
Chief Executive Officer, Luccio Cercarelli
Deputy Chief Executive Officer, Director Lifestyle &
Community, Amelia Vellar
Director City Growth and Operations, Nadine Nilon
Finance Manager, Maxie Smith
Governance Lead, Caroline Hocking
Acting Manager ICT, Mark Bradbury
Minute Secretary, Jessica Eves
Nil

ACKNOWLEDGEMENT OF COUNTRY
I respectfully acknowledge the traditional owners of the land on which we are meeting – the Larrakia
People – and pay my respects to their elders, past, present and future.

2

OPENING OF MEETING
The Chair declared the meeting open at 5:01pm.

3

APOLOGIES AND LEAVE OF ABSENCE
3.1

Apologies
Moved:
Mayor Pascoe-Bell
Seconded: Alderman Garden
THAT the apology received from Alderman Henderson for the Risk Management and Audit
Committee on 27 October 2020 be received and noted.
CARRIED RMA9/0092 – 27/10/2020
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3.2

Leave of Absence Previously Granted
Nil.

3.3

Leave of Absence Request
Nil.

4

DECLARATION OF INTEREST
4.1

Committee Members
Nil.

4.2

Staff
Nil.

5

CONFIRMATION OF MINUTES
5.1

Confirmation of Minutes
Moved:
Mark Blackburn, Independent Member
Seconded: Steve Bartlett, Independent Member
THAT the minutes of the Risk Management and Audit Committee Meeting held on Tuesday,
25 August 2020 pages 139 to 143, be confirmed.
CARRIED RMA9/0093 – 27/10/2020

5.2

Business Arising from Previous Minutes
Nil.

6

CONFIDENTIAL ITEMS
6.1

Moving Confidential Items into Open
19.1

Draft Annual Financial Statements 2019/20

Moved:
Mayor Pascoe-Bell
Seconded: Mark Blackburn, Independent Member
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19.1

Draft Annual Financial Statements 2019/20 (continued)

1.

THAT report entitled Draft Annual Financial Statements 2019/20 be received and
noted.

2.

THAT the Risk Management & Audit Committee recommend to the Council:
a. THAT the Committee deems the Draft Financial Statements for the year ended
30 June 2020 at Attachment A and the accompanying financial review at
Attachment B to report entitled Draft Annual Financial Statements 2019/20
suitable for consideration by the Chief Executive Officer for certification and
inclusion in the 2019/2020 Annual Report, with consideration of the committee’s
feedback.

3.

THAT the Risk Management & Audit Committee resolves:
a. THAT these Committee recommendations and Attachment A and Attachment B
relating to Report entitled Draft Annual Financial Statements 2019/20 be moved
to the open minutes of the 27 October 2020 meeting.
CARRIED RMA9/0098 – 27/10/2020

6.2

Moving Open Items into Confidential
Nil.

6.3

Confidential Items
Moved:
Mayor Pascoe-Bell
Seconded: Alderman Garden
THAT pursuant to Section 65(2) of the Local Government Act and Regulation 8 of the Local
Government (Administration) Regulations the meeting be closed to the public to consider the
following confidential items:
ITEM
19.1

REGULATION
8(e)

REASON
8(e) information provided to the council on condition that it
be kept confidential.
CARRIED RMA9/0094 – 27/10/2020
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Procedural Motion
Moved:
Mayor Pascoe-Bell
Seconded: Alderman Garden
THAT pursuant to Palmerston (Procedures for Meetings) By-Law 7, the Risk Management &
Audit Committee approves to alter the order of business to consider confidential items prior
to Item 7 Work Plan in the open agenda at 5:11pm.
CARRIED RMA9/0095 – 27/10/2020
16

CLOSURE OF MEETING TO PUBLIC
Moved:
Mark Blackburn, Independent Member
Seconded: Steve Bartlett, Independent Member
THAT pursuant to Section 65(2) of the Local Government Act and Regulation 8 of the Local
Government (Administration) Regulations, the meeting be closed to the public to consider the
Confidential item of the Agenda.
CARRIED RMA9/0096 – 27/10/2020
The Risk Management and Audit Committee resume the open section of the agenda at 6:21pm.

7

WORK PLAN
7.1

Action Report – October 2020
Moved:
Alderman Garden
Seconded: Mayor Pascoe-Bell
1. THAT report entitled Action Report – October 2020 be received and noted.
2. THAT the complaints handling policies and procedures identified as part of the Strategic
Risk Register update be presented to the Risk Management and Audit Committee in
February 2021.
3. THAT the IT Policies and Disaster Recovery Plan be presented to the Risk Management
and Audit Committee in February 2021.
CARRIED RMA9/0099 – 27/10/2020

8

FINANCIAL REPORTING
Nil.
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9

INTERNAL CONTROLS AND RISK MANAGEMENT
9.1

Risk Management and Audit Committee Schedule 2021
Moved:
Mark Blackburn, Independent Member
Seconded: Mayor Pascoe-Bell
THAT the Risk Management and Audit Committee recommend to the Council:
1. THAT report entitled Risk Management and Audit Committee Schedule 2021 be received
and noted.
2. THAT the Committee adopts the proposed Risk Management and Audit Committee
Schedule 2021 being:
• Tuesday 23 February 2021
• Tuesday 25 May 2021
• Tuesday 27 July 2021
• Wednesday 20 October 2021
CARRIED RMA9/0100 – 27/10/2020

9.2

Strategic Risk Register Update October 2020
Moved:
Mayor Pascoe-Bell
Seconded: Steve Bartlett, Independent Member
THAT the Risk Management and Audit Committee recommend to the Council:
1. THAT report entitled Strategic Risk Register Update October 2020 be received and
noted.
2. THAT the Control Improvement Plan being Attachment A be presented to Council for
adoption and that Council’s Strategic Risk Register be updated with the adopted Control
Improvement Plan.
3. THAT the Risk Management and Audit Committee be provided with an update including
milestone dates at the February 2021 meeting.
CARRIED RMA9/0101– 27/10/2020
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9.3

Asset Management Policy Review
Moved:
Mark Blackburn, Independent Member
Seconded: Alderman Garden
THAT the Risk Management and Audit Committee recommend to the Council:
1. THAT report entitled Asset Management Policy Review be received and noted.
2. THAT Council adopt the draft Asset Management Policy provided as Attachment C to
this report entitled Asset Management Policy Review including removal of 4.3 Asset
Management Priorities, title only.
CARRIED RMA9/0102 – 27/10/2020

9.4

Asset Management Plan Program
Moved:
Mark Blackburn, Independent Member
Seconded: Mayor Pascoe-Bell
1. THAT report entitled Asset Management Plan Program be received and noted.
2. THAT the Risk Management and Audit Committee notes that the progress of the
development of asset management plans will be reported through Council’s Strategic
Risk Register reporting, and the Control Improvement Register.
CARRIED RMA9/0103 – 27/10/2020

10

WHISTLE BLOWING
Nil.

11

INTERNAL AUDIT
Nil.

12

EXTERNAL AUDIT
Nil.

13 INFORMATION AND CORRESPONDENCE
Nil.
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14 OTHER BUSINESS
14.1 Chair of Risk Management and Audit Committee
Moved:
Mayor Pascoe-Bell
Seconded: Alderman Garden
THAT the Council and the Risk Management and Audit Committee acknowledge and thank
Mr Iain Summers for his tenure as Chair to the Risk Management and Audit Committee
commencing in 2016 and wish him all the best.
CARRIED RMA9/0104 – 27/10/2020
15 NEXT MEETING
Moved:
Mark Blackburn, Independent Member
Seconded: Alderman Garden
THAT the next meeting for the Risk Management and Audit Committee be held on Tuesday,
23 February 2021 at 5.00pm in the Council Chambers, First Floor, Civic Plaza, 1 Chung Wah
Terrace Palmerston and be open to the public subject to social distancing restrictions.
CARRIED RMA9/0105– 27/10/2020
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21 CLOSURE OF MEETING
Moved:
Mayor Pascoe-Bell
Seconded: Alderman Garden
THAT the Risk Management & Audit Committee meeting, held in the Council Chambers, Civic
Plaza, 1 Chung Wah Terrace, Palmerston on Tuesday 27 October 2020 closed at 6:49pm.
CARRIED RMA9/0106 – 27/10/2020

Chair

Print Name

Date
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